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Abstract:

This document presents theecond official version of the generic federated OOP architecture. It deve
FAZNIKSN) yR SEGSYyRa&a (GKS RStAOSNIo6tS a5uHdmMd D
architecture supports interconnection and interoperability of natioredistries at the EU level, is in line wi
existing EU frameworks (EIRA, EIF), takes into account the forthcoming regulation about the Singl
Gateway (SDGR), and uses results oBtS8&NS European Interoperability Reference Architectupeoltides
support for future developers of OOP projects and is based on the Connecting Europe Facility (CEF
Service Infrastructures (DSIs), the Building Blocks consolidated bySiBI S project, and in justified cases,
the new building blocks.

Compaed to the first version D2.1, this deliverable develops the architecture further, aligns it witt
provisions of the forthcoming regulation about the Single Digital Gateway, and focusses on the moti
domain, and business views of the architectuBaimmaries of the min characteristics of the applicab
Building Blocks provided in D24tablisha starting point for the technology architecturigetailed description
2T OKFy3ISa Aa LINPKAAYRESSRA AoyS GgKSSS ya SSQuidAve I YR 5 H ©H €
The architectve description in the current deliverable is organizdng thebusiness view, concerned wit
the business operations of the TOOP system. As the project is itself defining theBGrdes Once Only ani
is required to support the development of the SD@®ation, two preliminary views are addethe domain
view, concerned with the definition of the Once Only domain (the problem domaim) the requirements
view, concerned with the objeives, needs, legal obligations and principles driving the architecttre.
architecture is oriented towardseusing existing frameworks and building blocks provided by CEENS, anc
other initiatives.

The key concepts underlying the architecture]uiding the main principles of the Generic Or@aly Principle
Reference Architecture (GOOPRA) are analysed in Ctiapter3 presents the domain view, concerned wii
the definition of the Oncenly domain in which the TOOP project is situatBdquiremens to the
architecture, including the requirements stemming from the Single Digital Gateway Reguéatpnoposed
in Ch4. The business view is designed in Ch 5, focussing on the description of the business operation
of the Once Only Principléy the business actors. Summaries of the main characteristics of applicable Bt
Blocksprovided in Ch gincluding rationale for their inclusion in the architecture, usage, maintenayee,
analysis, and need for further developmefdym a basis fothe Technology Architecture to baeveloped
further deliverableD2.3

This deliverable is a work in progress. The next steps are to develop the architecture in more detail, to
the information systenarchitecture to complement the technology arckecturewith how the BB are actuall*
used to support the IS architecture and potential new BBs or extensisngell as to continue the exploratot
and agile approach, together with cooperation with the TOOP pilots and other TOOP tasks. The forth
official deliverables are D2.3 (M21, September 2018), and D2.4 (M30, June 2019).

This deliverable contains original unpublished work or work to which the authors hold all rights except where
clearly indicated otherwise. Acknowledgement of previouslyliphed material and of the work of others has
been made through appropriate citation, quotation or both.

All weblinks referred to in this deliverable are valid on the submission date of the deliverable.
This is a preliminary version of the deliverapknding review and approval by the European Commission.
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Changes between D2.1 and D2.2

Reworking and restructurin
the methodology,
architecture, and deliverable

Reworking the methodology, introducing provisions related to
SDGRredesigning the architecture, restructuring and reworking
chapters of the deliverable, transforming the D2.1 Building B
chapters into summaries in D2.2

Improvements for readability

Added abbreviations, Glossaryynsmarizing sections and addir
‘connecting' texts, mde changes throughout the whole text of tk
deliverable

Update of work methodology

Modified Chapter 1.3. Methodology of Work with respect
reviewer comments, updates to the methodology used, ¢
readability

Changes to Chapter 2 of 2
(Key Concepts and Principle

Added subchapters on Purpose, Scope, and Status of the
Architecture, as well as on Generic Oi@@ely Principle Referenc
Architecture (GOOPRA)

Changes to Chapter 3 of D2
(Requirements)

Reworking and restructuring éhrequirements section as requeste
by the reviewers. Added requirements stemming from SDGR

Changes to Ch 4 of D2
(existing Building Blocks)

Chapter 4 of D2.2 comprises the domain architecture. Analyse
Building Blocks in Ch 4 and 5 of D2.1 have hesmmsferred into
summaries of the main characteristics of applicable Building Bl
in Ch 6 of D2.2, including rationale for BB inclusion in
architecture, usage, maintenance, gap analysis, and need for fu
development

Changes to Ch 5 of D2
(Views, Building Blocks)

Chapter 5 of D2.2 describes business architecture of GOC
Analyses of Building Blocks in Ch 4 and 5 of D2.1 have
transferred into summaries of the main characteristics of applic:
Building Blocks in Ch 6 of D2.2, includiatiopnale for BB inclusio
in the architecture, usage, maintenance, gap analysis, and nee
further development. Added a subchapter with conclusion :
summary table of the BBs selected for GOOPRA
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Glossary

Term Explanation

Application
Architecture

A description of the structure and interaoti of the applications as groups of

capabilities that provide key business functions and manage the data asse
(source: The Open Group 2011)

Architecture

Fundamental concepts or properties of a system in its environment embodié
in its elements, relationships, and in the principles of its design and evoluti
(source: ISO/IEC 42010:2011)

Architecture
description

Work product used to express an architectseuce: ISO/IEC 42010:2011)

Architecture

Conventions, principles and practices for the description of architectures
established within a specific domain of application and/or community of

framework stakeholdergsource: ISO/IEC 42010:2011)
Architecture Work product expressing the architecture of a system from the perspective
view specific system concerrgsource: ISO/IEC 42010:2011)

. Work product establishing the conventions for the construction, interpretati
Architecture . ) " i
viewnoint and use of architectie views to frame specific system concefssurce:

P ISO/IEC 42010:2011)

. A description of the structure and interaction between the business strateg
Business N . . ) . .

. organization, functions, business processes, and information n@edsce: The
Architecture

Open Group 2011)
Information A description of the realization of the Business Architecture with IT
System components, and more specifically the exigtbuilding blocks, as well as a
Architecture description of the principles guiding the design of the IS architecture
OOP A complex comprising the Generic Once Only Principle Reference Archited
architecture and associated componentgesulting from the TOOP projec
OOP system System based on the On€nly Principle as applied in the TOOP project
. One typical way in which a system is used or in which a user carries out so
Scenario .
activity.
The Technology Architecture describes the labsoftware and hardware
Technology capabilities that are required to support the deployment of business, data,
Architecture application services. This includes IT infrastructure, middleware, networks,
communications, processing, standards, ésource: The Open Group 2011)
TOOPTask 2.1, Federated Technical Architecture. This task focuses on thr
main activities: 1. defining a generic federated OOP architecture, 2ophog a
TOOP T2.1 " . o
framework for development of specific architectures and applications for O
and 3. profiling of the common building blocks on specification level
A specification of one type of interaction with a systédme use case may
Use case involve severascenarios (usually a main success scenario and alternative
scenarios)
User story Informal description of one or more system features from the user perspec

Generic federated OOP architecturé@{gersion) 11
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Executive Summary

The eGovernment Action Plan 202620 presents the Once Only Principle (O©R)e public
administrations should ensure that citizens and business supply the same information only once
to a public administratioriThe OnceOnly Principle Project (TOOP) is about exploring, demonstrating,
and enabling the onceenly principle in the &opean Union.The achievement of this objective is
supported by implementing three oncenly pilot projects (TOOP pilots), by developing a generic
federated OOP architecture, and by exploring other aspects of OOP and its supporting infrastructure
such adegal landscape, OOP drivers and barriers, and sustainability.

TOOP focus areaithin OOP is on information related to business activities and on -troster

sharing of this information. Th&eneric Onc®nly Principle Reference Architecture (GOOPRA)
deweloped within TOOP relates primarily to applications in the TOOP focus area, although its wider
usage is not excluded. It builds on analysis of the TOOP requirements, on the experience of previous
LargeScale Pilot (LSP) projects, and on the kihow gainel with implementation of the TOOP pilots.

As the TOOP project is required to support implementation of the Single Digital Gateway Regulation
(SGDR), the architecture has been aligned with SDGR provisions.

The objective of this document is to present theceed version of the OOP architecture, which
develops further and extendbe deliverableD2.10DSY SNA O FSRSNI 4GSR hht | NOKA
The architecture isaimed atformalizing the description ofhe designed systenthat suppors
interconnectionand interoperability of national registries at the EU leVehas been developedsing
anexploratory and agile approach,dnoperatonwith the TOOP pilots and other TOOP Work Packages

(WPs) and tasks.

Compared to the first versiomf the deliverable,D2.1, thisupdated deliverable develops the
architecture further, aligns it with the provisions of theoposedSingle Digital Gatewayegulation
and focusses on the motivation, domain, and business views of the architeGumemaries of min
characterstics of the applicable Building Blocks provided in D@ith a basis for the Technology
Architecture to be developed further deliverable DX ®:tailed description of changes is provided in
0KS a8@iNVABLEaGa0SU6SSY 5HdOM YR 5HOHE D

The main political ad legislative principles underlyinige TOOP generic federated OOP architecture
are stated in Annex 2 to the European Interoperability Framework Implementation Sti@egypean
Commission 2017P0ne of the main technical principles for demginent ofthe OOP architecture is
the reuse of existing frameworks and building blocks provided by GEENS, and other initiatives.
The TOOPgeneric federated OOP architecture relies on such frameworkghas European
Interoperability Reference Architeae (EIRAJChou et al. 2015Yhe CERBuilding Blocksand the e-
SENS deliverab26.60e-SENS European Interoperability Referenaehitectureé = Y2y 3 2 G KSNA

Following the above principles, the overall logic of the deliverable is as follows.

1 The deliverable scope, methodology, relations to TOOP internal and external environments,
quality and risk management, and other issues aesented in Chapter 1;
1 The key concepts underlying the architecture, includingrttegivation forthe Generic Once
Only Principle Reference Architecture (GOOPRA) are analyShdjiter 2;
1 Chapter Jpresents the domain view, concerned with the definitiorttud crossborder Once
Only domain in which the TOOP project is situated
1 Therequirements guiding the architecture desjgncluding the requirements stemming from
the Simgle Digital Gateway Regulaticare proposed inChapter 4;

Generic federated OOP architecturé@{gersion) 12
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1 TheBusinesdArchitectureis designed in Chapter 5, focussing on the description of the business
operationalization of theonceonly principle by the business actois terms of required
business capabilities

1 Summaries of the main characteristics of applicable Building Bloaksdiimg rationale for
their inclusion in the architecture, usage, maintenance, gap analysis, and need for further
development, are provided in Chapter @&hd form astarting point for the Technology
Architecture

The main conclusions of this document areittlit is possible to buildhe generic federated OOP
architecturein line with existing EU frameworks suchtae European Interoperability Reference
Architecture (EIRA)the European Interoperability Framework (ElfPublications Office othe
European Union 2017and theSOGR that this architecture will be based on the Connecting Europe
Facility (CEF) Digital Service Infrastructures (DSIs), on the building blocks consolidatedBEN®: e
project, and in justified cases, on new builgliblocks; and that it will provide support for future
developers of OOP projectstill continuous effort is needed for the regular updating and maintenance
of the most mature building blocks, as well as for advancement of the building blocks whicHi &ve sti
the development stage.

This deliverable is a work in progress. The next steps are to develop the architecture in more detalil, to
add thelnformationSystemArchitecturedealing withthe structure and interaction of the applications

that provide key hsiness functions and manage the data assets, to complemenifébbnology
Architecture with potential new Building Blocks and extensionswaitid the designof the usage of the
Building Blocks to support the IS architecture, as well as to continue thierasqry and agile
approach, together with cooperation with the TOOP pilots and other TOOP tasks. The forthcoming
official deliverables are D2.3 (M21, September 2018), and D2.4 (M30, June 2019).

Generic federated OOP architecturé@{gersion) 13
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1. Introduction

1.1.Scope and Objective of Deliverable

The eGovernmnt Action Plan 2012020 presents the Once Only Principle (OOP), stating that the

public administrations should ensure that citizens and business supply the same information only once

to a public administrationThe OnceOnly Principle Project (TOOP) lmat exploring, demonstrating,

and enablingtheonc@ yf @ LINAYOALX S Ay (GKS 9dz2NRBLISIY !yYA2yd ¢
2yfeQ LIAf23G LINRP2SOGAa o¢hht LAf20a0x 6& RS@OSt2LAY
other aspects of OP and its supporting infrastructure such as OOP drivers and barriers.

TOOP focus areaithin OOP is on information related to business activities and on -troster

sharing of this information(Krimmer et al. 2017) The Generic OnceOnly Principle Reference
Architecture (GOOPRAEveloped within TOOP relates primarily to applications in the TOOP focus

area, although its wider usage is not excludiedbuilds on analysis of the TOOP requirements, on the
experience of previous Larggrale Pilot (LSP) projects, and on the khow gained with
implementation of the TOOP pilotBue to the shift in the TOOP project focus requiring isupport
implementdion of the Sngle Digital GatewayRegulation- SGDREuropean Union 201/fhe current

version of the OORrchitecture has been aligned with SDGR provisions.

The objective of this document is to present the second version of the OOP architecture, which
develops further and extendbe deliverableD2.10DSY SNA O FSRSNI 4GSR hht | NOKA
The architecture isaimed at supporting more efficient dexgiment of applications that support
interconnection and interoperability of national registries at the EU ldvélas been developedsing

an exploratory and agile approach and cooperating with the TOOP pilots and other TOOP Work
Packages (WPs) and tasks

Compared to the first version D2.1, this deliverable develops the architecture further, aligns it with the
provisions of theroposedSingle Digital Gatewdegulationand focusses on the motivation, domain,
and business views of the architecture. Malmaracteristics of the applicable Building Blocks provided
in D2.1 are presented in a summary forbetailed description of changes is provided in the section
d KFry3aSa o0SG6SSY 5Hd®M | YR S5 HOHE D

Assignments of the TOOP project T2.1 team have been signlficdranged during the first year of

the project. As agreed during the TOOP WP2 / WP3 meetingdo®& 2017 in Rome, the TOOP T2.1
members are simultaneously contributing to several parallel processes: developing further the
architecture; delivering T2.deliverables in specified deadlines; providing content to populate TOOP
wiki; providing specifications for BB and responding to questions from the piltdts WP3/WP2 Joint
Technical GroufJTG) , the Common Components Task Force (CCTF), dauhtffechnical Taskforces
(JTF) Due to this shift in work orientation, finalized version of the architecture is expected in the
forthcoming versions of the deliverablé®2.3 (M21, September 2018), and D2.4 (M30, June 2019)

1.2 WP2 General Objectives and Vision

The general objectives of TOOP WP2 (Technical Architecture, Legal and Governance Aspects) are to
develop a generic, federated OOP architecture, to identify general legal barriers and drivers regarding
privacy, confidentiality and consent needed for the ismpkntation of OOP, to assess the possible
impacts of the implementation of OOP in the pilots in WP3, as well as to define a sustainability plan
for the maintenance of the architectures, building blocks and drivers/barriers after the end of the
project.

Generic federated OOP architecturé@{gersion) 14



1
NS
or

The results of WP2 represent the main technological innovation of TQi@&Pgeneric federated OOP
architecture that supports the interconnection and interoperability of national registries at the EU level
- together with other investigations needed to genéire, extend, and sustain the TOOP results.

1.3 Methodology of Work

1.3.1. Aspects of the Work Methodology

The methodology of work follows from TOOP aims and activities. This project implements three TOOP
pilots, develops a generic federated OOP architectsugpats implementation of the Single Digital
Gateway Regulatiomnd explores other aspects of OOP and its supporting infrastructure such as OOP
drivers and barriers.

The architecture described in this deliverable is qualified as a

- Generic Architecture, and a
- Reference Architecture.

The architecture is generic and is designed by abstracting domain specificities and identifying the
genericities associated with the problem domain (the once only principle). It is part of an architecture
continuum, as definedit KS h LISy DNER dzLJQa ! NIBRRYThE Qpird@xdbp 2614)F Y S 6 2 N
which allows to move from a generic architecture to a dorvsprcific and a pilespecific architecture.

The architecture is a Reference Atebture as opposed to a solution architecture: Reference

I NOKAGSOGdzNBaE aOF LIidz2NB GKS SaaSy0S 2F SEAaGA
Sp2tdziAz2zy G2 LINRPGARS 3IdzZA Rl yOS G2 (Chugrétal 201¢) RS
Reference architectures are standardized architectures that provide a frame of reference for a
particular domain, sector or field of interegProper and Lankhorst 2014Reference models or
architectures provide a common vocdhty, reusable designs and industry best practices. They are
not solution architectures, i.e. they are not implemented directly. Rather, they are used as a constraint
for more concrete architectures. Typically, a reference architecture includes commoiteatrare
principles, patterns, building blocks and standards.

TheGenericOOPReference Khitecture(GOOPRA$ developedn cooperation with the TOOP pilots

and other TOOP Work Packages. The main gédsignactivities are done in TOOP WR#d more
specifically in the Common Components Task Force (CCTF), which is responsible for designing the
common components to be used in the pilotheTGOOPRA builds on th@ow-how gained with
designinghe TOOP pilotand experience of previous Large Scale Pildijespecially the reusable
building blocks constituting the Digital Service Infrastructure (089 GOOPRA also contributes to

the TOOP pilot design and to the development of the DSI.

After SDGR was introduced in April 2017, the TOOP project wasthéséask to provide input to the
SDGR Implementing Act. This meant that the architecture had to take into account new requirements
emerging from SDGR.

The GOOPRBA therefore developed by combining tafpwn and bottomup approaches:

y 3
oSt

1 The legal environmdnspecificallythe draft SDG Regulatioas well as the user requirements
from the pilots, guidehe design of the architecture;

1 ¢KS O2YY2y LAt 20Q4a aDSazidedgyediteftdsinatarSigectddNS | y R
within the architecture

1 http://www.opengroup.org/public/arch/p3/ec/ec_ac.htm
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TheFigurel graphically represents this combined approauitiuding the expected outcomes of the
GOOPRA: on one hand it should be a blueprint for the SDG implementing acts, and on the other hand
it should contribute to both the piloarchitecture and the DSI

|
SDGR SDG
SDGR
draft ‘ | Impl Act

Cross-Border OOP Reference Architecture

Commaon Pilot CEF
Solution Arch. Dsi
Figurel: Context of TOOP Architecture Design

1.3.2. Architecture Descriptiofrramework

Anarchitecture descriptioms an artefact describing the architecture for some system of interest. In
ISO/IEC/IEEE 42 Eystemrefers to manmade and natural systems, including software products and
services and softwarmtensive systems.

Frameworks conforming to the standard often include processes, methods, tools and other practices
beyond those specified above. Theo most weltknown examples ddrchitecture frameworks are
ThD! C I yR woordekion bygt€ss architecture framewdrZachman 2008)

For the development process of the generic, federat:
OOP Architecture, we will use the steps of the Architectt
Development Method (ADM) of TOGAF9.1This

methodology follows a cyclic approach towards tt
developmentof an architecture, its implementation anc
maintenance (see the figure at the righand side). In
TOOP, we focus on phases B to D for the developmen
the generic, federated OOP architecture, phase E

proposal of possible implementation solutionsdaphase

H for the maintenance of the architecture throughout th
project.

An architecture description languag@dDL)may specify
one or morearchitecture viewpoints, but need not have
any. The most weknown examples ddrchitecture

description languageare: ArchiMateBusiness Proces:
Model and Notation (BPMN, SysML andML. The
concerns framed by an ADL are not necessarily aligi
with those addressed by an architecture framework. Tne

suitability of the ADL for use with an architecture frameworkagpend on how well it is able to frame

the concerns that the framework and its viewpoints. For this reason and because of our choice for the

A.
Architecture
Vision

H.
Architecture
Change
Management

B.
Business
Architecture

C.
Requirements Information

Management Systems
Architectures

D.
Technology
Architecture

G.
Implementation
Governance

e
Migration
Planning

=)

Opportunities
and

Solutions

2 https://en.wikipedia.org/wiki/Zachman_Framework
3 http://pubs.opengroup.org/architecture/togaf@ioc/arch/

Generic federated OOP architecturé@{gersion) 16


https://en.wikipedia.org/wiki/Zachman_Framework

1
NS
or

TOGAF architecture framework, we will make use of the ArchimdtepeXification as architecture
description langage.

The GOOPRAlescription is organizedlong the following architecture views, adopted from TOGAF
framework:the business viewWBusiness Architecturg concerned with the business operations of the
TOOP system, tH& view(IS Architecturg, concerned with the realization of the business operations
with information systemsand the technology viewléchnology Architecturg concerned with the

reuse of the DSI to support the IS archttee. However, as the project is itself defining the Cross
Border Once Only and is required to support the development of the SDG Regulation, two preliminary
views are addedhe domain vew (Reference Mode])concerned with the defiition of the Once Only
domain the motivation view concerned with the objectives, needs, legal obligations and principles
driving the achitecture of the system.

The description framework is illustratad Figure2. The environment and the context of the Once
Only domain, affects the architecture by providing relevant knowledge and information that guides
the desgn of the architecture. The political and legal environment, the pilot (and other relevant)
requirements, as well as the architecture patterns and other elements of the architecture and design
body of knowledge are the main external elemeotsisidered

Cross-Border OOP Reference Model

Actor Model Collaboration 00 Principles
Legal
Framework
Cross-Border OOP Reference Architecture
EIF Business Architecture
User
Requirements ASR* IS Architecture ADR**
Legal
Principles Technology Architecture

* ASR: Architecturally Significant Requirement
** ADR: Architecture Decision Record

Figure2: Generic Reference Architecture Description Framework

Besides the 3 architecture views, the reference architecture also contains the Architecturally
Significant Requirements (ASR) and the Architecture Decision R¢&@IBR3. The ASRs abstract the
various driving forces into requirements that are relevant in the design of the architecture. The ADRs
log the various design decisions that are taken during the architecture design process.

Figure3 shows the principal activities within the TOOP architecture development process together
with their outputs and associated deliverable components.

4 http://pubs.opengroup.org/architecture/archimate@oc/
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Identify key
concepts.
Qutput: Key
concepts and
principles of
GOOPRA [Ch 2)
Develop technology
architecture.
Output: realization
of the IS architecture
with BBs (startedin

Develop domain
view.
Output: definition
of the Once Only

Cch6) domain (Ch 3)

TOOP
architecure

development
Develop

requirements.
Output:
requirements
driving the
architecture
(Ch 4)

Develop IS
architecture.
Output: realization
of the business
operations (will be
providedin D2.3)

Develop business
architecture.
Output: business
operations of the
system (Ch 5)

Figure3: Activities within the TOOP architecture developmentomess

The architecture deliverable development follows an incremental approach, involving four official
versions (D1.1D2.2, D2.3, D2)4nd two interim versions. The current document is the second official
version and will be developed further in thebmequent editions. In each consecutive version of the
architecture deliverable, some components from the previous versions may be added, some
components may be developed further or modified, some components may be left unchanged.

1.4 Relations to Internal TOGEhvironment

The current deliverable presents the OOP architecture and demonstrates its standpoints. It also
evaluates and extends the pilot outcomes, exchanges best practice results with other WP2 tasks, and
provides architectureelated support to WP3 whin the scope of task T2.1. Specific instantiations of

the architecture will be implemented in development of the TOOP pilot projects in WP3. The
architecture is partially based on the interaction between WP2 and WP3, on the questionnaire and
information provided with respect to other tasks in WP2, and other sources. Maintaining and further
development of the architecture will be planned by the Sustainability and Governance task of WP2.

Inputs to this deliverable were received from the EU official soyritesn CEF Building Blocks, from
eSENS deliverables and wikis, from TOOP WP3, from desk redeamctarchitecture guidelines,
frameworks, and standards, as well as from other sources.

The output of this deliverable ithe OOP architecture, which deve®gurther and extendghe

RSt A QSNIOMIPS DEY SNA O FSRSNI G SR . Tis architedidteKsinied & i dzNS
designers and developers of pilot applications in WP3, as well as on stakeholders who will develop
applications that support int@onnection and interoperability of national registries at the EU level and
provide implementation of the Single Digital Gateway Regulation
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1.5Relations to External TOOP Environment

This deliverable reports the results produced by TOOP WP2. These resu#iserdgpthe main
technological innovation of TOGkhe generic federated OOP architecture. The architecture supports
the interconnection and interoperability of national registries at the EU lév@i, line with existing EU
frameworks (EIRA, EIF), andkda into account thee-SENS European Interoperability Reference
Architecture. It provides input for SDGR implementatisrmriented towards reuse of the CEF DSIs and
the Building Blocks consolidated by th&ENS project, and proposes new BBs where nagess

1.6Legal Issues

Several legal issues had to blarified when writing the deliverable These issuewere related to
European legislation, as well as to national legislation in Member States and Associated Countries that
are participating in th&VP3 pilos. Thesolutionsfound (see TOOP Deliverable D2.5, 2(dll§wed to
conclude thatit is possible to buildhe generic federated OOP architectureline with existing EU
frameworks such aghe European Interoprability Framework,the European Interoperabtly
Reference Architecturghe Single Digital Gateway Regulatitre CEmBuilding Blocksand thee-SENS
Building Blocksamong others.

1.7 Structure of the Document

The first chapter of the deliverable, introduction, states the deliverable scope, methodoklgtions
to TOOP internal and external environments, quality and risk management, and other issues.

The key principles motivating the design of the Generic @hly Principle Reference Architecture
(GOOPRA) are analysedhin second chapter.

The thrd chapterpresents the domain view, concerned with the definition of the Q@Gegy domain

in which the TOOP project is situated

The equirements to the architecture including the requirements stemming from the Single Digital
Gateway Regulationis prgposed inthe fourth chapter.

The business view is designed in the fifth chapter, focussing on the description of the business
operationalization of the Once Only Principles by the business actors.

Simmaries of the main characteristics of applicable BugdBiocks, including rationale for their
inclusion in the architecture, usage, maintenance, gap analysis, and need for further development, are
provided in the sixth chapteihis chapter is therefore the first version of tteehnology view.

The informatbn system view of the generic architecturetlie focal point of the next deliverahle
including how it bridges with the busineaadtechnolayy architectures
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2. Motivations for TOOP Reference Architecture

The TOOP project is part of the EU eGovernmenbA&lan 2016020.The Action Plan presents the
Once Only Principle (OORhe public administrations should ensure that citizens and business supply
the same information only once to a public administrat{&@uropean Commission 2026JOOP focus
areawithin OOP is on information related to business activities and on troster sharing of this
information (Krimmer et al. 2017)

When the TOOP project was started, the intended purpose of the OOP architecture was to aid
development of specific information systems architectures suppgrthe OnceOnly Principle.

Due to the shift in the TOOP project focus requiring gapport implementation of the Single Digital
Gateway Regulation SGDREuropean Union 201/3he current version of the Generic OnGmnly
Principle Reference Architecture (GOOPRSS) been aligned withew requirements emerging from

the SDGR. These requirements have also motivated introduction of the European Commissien as o
of the main stakeholders in the model, in addition to public administrations, businesses, and citizens.

The main political and legislative principles underlytimg TOOP generic federated OOP architecture
are stated in Annex 2 to the European Interogality Framework Implementation Stratedfuropean
Commission 2019)

As the TOOP project is required to support implementation of the Single Digital Gateway Regulation
(SGDR), it has been aligned with its provisions.

One of the main technidaprinciples for development of OOP architecture is reuse of existing
frameworks and building blocks provided by CEBEM&IS, and other initiativeshd TOORyeneric
federated OOP architecture relies on such frameworkshasEuropean Interoperability Refnce
Architecture (EIRA)the CEFBuilding Blocks and thee-{ 9 b { RS { D68 8§END Eupedn
Interoperability Reference Architectui® among otherslt takes these frameworks into account,
adding aspects specific to OQRvelopingrelevantarchitecture views and analysing the building
blocks with respect to their applicability in OOP applications.

TheGeneric Onc®nly Principle Reference Architectunedates primarily to applications in the TOOP
focus area, although its wider usage is notleded. It builds on analysis of the TOOP requirements,
on the experience of previous Large Scale Pilot (LSP) projects, and on thdédwagained with
implementation of the TOOP pilot3he OOP architecture as such does not comprise software
components.

The requirements resulting frorthe OORarchitecture must be applied by default to all OOP systems.
Different solutions need to be justified and their rationale documented.

The Generic Once Only Principle Reference Architecisirdeveloped following an inemental
approach hroughout the TOOP Task T2.1 deliverables, starting from D2.1 and finalizing in D2.4.

In the following sections, Archidde goal models are used to describe political motivation behind the
TOOP project, linking it up to the highest abstrreasoning levellThe notation used in the goal models
is described in Appendix Il1.

5 http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=CELEX:52016DC0179

6 http://eur -lex.europa.eu/resource.html?uri=cellar:2c2f256#f-11e78a3501aa75ed71a1.0017.02/DOC 3&format=PDF
7 https://joinup.ec.europa.eu/catalogue/distribution/eira_ vl 1 0 overviewpdf

8 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/CEF+Digital+Home

9 https://www.esens.eu/deliverables?page=3
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2.1.Single Digital Market Initiative

The TOOP project will contribute towards increasing the efficiency of the Digital Single Market
Initiative, which aims to open up digl opportunities for people and business and enhance Europe's
position as a world leader in the digital econotEuropean Commission 20183a)

Sngle Digital Market initiative contains several activitiegjure4 shows selection of TOOP related EC
policies in the highest abstraction level.
The main identified stakeholders of the Single Digital Market initiative are:
0] citizens,
(i) businesses/ private organisations,
(i) public administrations as enablers of the initiatives, driven by the wish to make life and
business easier across the Europe,
(iv) public and private service providers: research centres, academic institutions,
standadisation organisations and businesses supplying services to public administrations,
but also by developing enabling technologies and standardizing initiatives.

.eu

Business D Citizen @
Public @ Making life &g Enable single @ Enabling, & Publicand <D
administration _ Easier across | e— digital market — standardizing, — private service
the EU providing providers
Openup @ Create higher (@) Fostering the @& Improve @ Enable future @ Improve (@)
digital value chain best possible access and technologies, online
opportunities use of the connectivity software, security, trust
potential of services and and inclusion
digital data networks

Figure4: Single Digital market initiative goal model

f The subgoal 6Open up digital opportunites A& GKS S5A3IAGEHE {Ay3fS a
European Commission to ensure access to online activities for individuals and businesses
under conditions of fair competition, consumer and data protection, removingldecking
and copyright issuedt is meant forpeople and businesses and enhance Europe's position as
a world leader in the digital econom}

f Thesubgoald/ NBI (i Svallk xtmiE SNIa FAYAYy3 G246 NR 022a0AYy:
industry andaims at ensuring thatusinesses, SMEs and nt&ath industries can benefit from
digital innovations to create a higher value chain. This strategy links national & regional
initiatives and boosts investmenrt.

10 hitps://ec.europa.eu/digitalsinglemarket/en/news/onceonly-principle-toop-project-launchedjanuary2017
11 hitps://ec.europa.eu/digitaisinglemarket/en/policies/shapinedigitatsinglemarket
12 https://ec.europa.eu/digitalsinglemarket/en/policies/digitisingeuropeanindustry
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f Thesubgoald C2 & i SNR y 3 (ukeSof tite Pateintial laf it datd | Sngle Market
strategy initiative aiming at fostering the best possible use of the potential of digital data to
benefit the economy and society. It addresses the barriers that impede the free flow of data
and other emerging challenges to achéea European digital single markét This initiative
forms the main policy basis for TOOP project.
f Thesubgoaldmprove access and connectiity A & | aSi 2F AyAlGAlFIGA@GSa
to place the EU at the forefront of internet connectivity.
f Thesubgoald 9 Y I 6 f SechhdagiezNsBftware, services and netwdrks A & aSd 2F {
Digital Market initiatives that enable future technologies, software, services and networks. 5G,
the Internet of Things (IoT) and cloud computing are drivers fded Generation Internet
delivery more to people and the econorty.
1 The subgoal dmprove online security, trust and inclusion NBEFSNE (G2 AYyAGAL G
improve online security, trust and inclusion. Trust and security are at the core of the Digital
Single Market Strateg.

As these initiatives do not give clear link to TOOP project and justify only partly the very existence of

the project, several next level goal models have been developed in order to see links between higher

level goals and TOOP &\goals.

In particular,hesubd 2  f G C2aGSNAyYy3a (KS o0Said LRaaroftsS dzasS 2
Digital market initiative goal model is in its turn supported by itsgoal "Modernising public services

and egovernment"- a logicalconnection between TOOP project and Single Digital market initiative.

These sulgoals are analysed in the next sections.

2.2 Fostering the best possible use of the potential of digital data

¢KS J2Ff GC2al0SNAYy3 GKS o0SaRl dik&a amd Y52 RAISt 2R Tdkdl
related initiatives and policieDigital data is considered to be an essential resource for economic

growth, competitiveness, innovation, job creation and societal progress in general. The value of the

EU data econo ¢l & Y2NB (GKIFy enyp OAfEtA2Y AY HnanmpZ NB
favourable policy and legislative conditions are put in place in time and investments in ICT are
SyO02dzNy 3SR GKS @FftdzS 2F GKS 9dzNBLISI gy 2620,4F SO2
representing 4% of the overall EU GDP.

13 https://ec.europa.eu/digitalsinglemarket/en/policies/buildingeuropeandataeconomy
14 hitps://ec.europa.eu/digitalsinglemarket/en/policies/improvingconnectivityand-access
15 hitps://ec.europa.eu/digitalsinglemarket/en/policies/investingnetwork-technologies

16 https://ec.europa.eu/digitalsinglemarket/en/policies/strengtheningrust-and-security
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location legal issues training in European Computing for artificial public digital
restrictions regarding digital skills Industry solving complex intelligence services and services in
data computational e-goverment health and

problems care

Figure5: Fostering the best possible use of the potential of digital data

¢ KS Reédilicing barriers that impede the free flow of date Ly 2NRSNJ (2 KINySaa
embeddd value, E®oked at the rules and regulations impeding the free flow of data and present

options to remove unjustified or disproportionate data location restrictions, anitined legal issues

regarding access to and transfer of data, data portakdlitg liability of norpersonal, machine

generated digital datéEuropean Commission 20184)

¢KS 321t a!'yt201Ay3 (KSe & NUZS i @ HdB§ols Tl ofildcH RS Hid
achieve the target:

f Thesubgoaldncreasing training indigitalskdls A & FAYAy 3 {(26F NR LINBY2GA
aimed at increasing training in digital skills for the workforce and for consumers; risithgrn
education across the EU; harnessing digital technologies for learning and for the recognition
and validation of skills; and anticipating and analysing skills néeds.

f ThesubgoalDigitising European Industry O 2 yniédsuves & Digitise Europeamdlistry
will help companies large and small, researchers and public authorities to make the most of
new technologies. They will link up national & regional initiatives and boost investment
through strategic partnerships and networks.

f ThesubgoaldUsing é Super Computing for solving complex computational probfemst 2 Odza S a
on the use of super computers and parallel processing technigques for solving complex
computational problems. In the digital era, it is a strategic resource for Europe's future. High
Perbrmance Computing, enabling the processing of large amounts of data, is at the core of
major advances and innovation in the digital ge.

1 ThesubgoaldDeveloping artificial intelligenée® ¢ KA & AYAUGALF GAGBS Aa aAGAf
has the potental to drive productivity, competitiveness and innovation and to improve human
life significantly. Al can boost GDP growth and productivity by enabling companies to automate
complex tasks and gain efficiency, as well as developing new business modelsipadl
services!

17 https://ec.europa.eu/digitaisinglemarket/en/policies/buildingeuropeandata-economy

18 https://ec.europa.eu/digitalsinglemarket/en/policies/digitatskills

19 https://ec.europa.eu/digitalsinglemarket/en/policies/digitisingeuropeanindustry

20 hitps://ec.europa.eu/digitalsinglemarket/en/high-performancecomputing

2Ihttps://ec.europa.eu/growth/toolsdatabases/dem/monitor/sites/default/files/Main%20findings%200f%20the%20Policy
%2@Beminar%20FINAL2 0.pdf
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f ThesubgoaldModernising public services and®2 GSNY YSy (¢ OFy LINBROJARS
benefits including more efficiency and savings for governments and businesses, increased
transparency, and greater participation of citizens initpza! life. The potential cost savings
I NB YI&aaArA@Se Ly 5SyYENLZ F2N) SEFYLX Sz St SOGN.
odzaAySaasSa epn YAttA2Yy | @SFENW LT AyiGNRBRAzZOSR
billion. In Italy alone, @roclNB YSy (i aeaidSya Odzi® 20SNJ eo o0Aff A2

1 ThesubgoaldAccess to digital services inhealthand éale 5 A A G f GSOKy2f 2 I A ¢
mobile communication, artificial intelligence or supercomputing offer new opportunities to
transform the way weeceive and provide health care services. They enable new approaches
to independent living or integrated health and social care. Health data and advanced data
analytics can help accelerate scientific research, personalised medicine, early diagnosis of
diseases and more effective treatments.

Thesubgoald a 2 RSNY A &aAy3d LD AINYaYSSAREO SA3a iy RE 253 A OF £ 02
project andthe Single Digital market initiative, therefore this sdbmain is analysed further.

OO+
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2.3 Modernising public serves and egovernment

ICTs are already widely used by government bodies, as it happens in enterprises, but eGovernment
involves much more than just the tools. It also involves rethinking organisations and processes, and
changing behaviour so that public sees are delivered more efficiently to people. Implemented well,
eGovernment enables citizens, enterprises and organisations to carry out their business with

government more easily, more quickly and at lower césgure6 modelsthe goal relations and
dependencies within this domain.

22 hitps://ec.europa.eu/digitaisinglemarket/en/publicservicesegovernment
23 hitps://ec.europa.eu/digitalsinglemarket/en/policies/ehealth
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Figure6: dModernising public services andgovernmenté 32 f Y2 RSt
¢KS 321 f G5SPSd ZNRSNIGIS5 RFA WINR &tadzof AO { SNBAOS&a¢
markety Ay (GKS 9dzNRBLISIY ! YyA2Yy Q& Ay (S Ksfthet forworkay S = LIS
for private reasong, so theyneed to be able to deal easily with public services outside their home
country.

¢ KS Ieatioriiof Buropean interoperable platinst JFostering of innovatioh ¥unding Large

Scale Pilots | fuRdingt eParticipation projeétss F NB | ff FAYAy3 (GKS &l yYsS
strategy, the European Commission is taking concrete actions for the development ofbGrdss

Digital Pblic Services. These include, but are not limited to, the creation of European interoperable
platforms such as a common framework for citizens' electronic identity managera@ht éndthe

fostering of innovation through the Competitiveness and Innovation Programme (funding Large Scale
Pilots and eParticipation projectéuropean Commissic&t018b)2*

¢ KS Tplerientinig OO A& RSNAGSR FTNRY {Ay3atS 5A3IAGFE al
Market Strategy adopted a set of targeted actions. It is builtlmee pillars (1) better access for

consumers and businesses to digital goods services across Europe; (2) creating the right conditions

24 hitps://ec.europa.eu/digitaisinglemarket/en/publicservicesegovernment
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and a level playing field for digital networks and innovative services to flourish; (3) maximising the
growth potential of the digital economy TOOP project follows the third pilldtaximisinghe growth

potential of the digital economy

¢ KS Tiplenient COOP4C A& | A A &0 SNJ LINE GnSeDily Pingipleprbjéct  LINE & ¢
aims at eliminating the administrae burden when citizens are required to provide the same
information agairand again to public administratiors.

¢ KS HdlenientdOOPL A & lexpdrd &nd dethonstrate the onaenly principle on a cross

border scale with the aim to reduce the administrative burden of businesses and public
administrations’’

2.4Implement TOOP

TOOP implements multiple sustainable pilots by using a federated IT architecture o#hbordss, pan
European scale. Its aim is to connect registries abeernment architectures in 21 countries across
Europe. The solutions will be based on already mjssystems in Member States and Associated
Countries. Businesses will benefit from the solutions developed by TOOP as they will be able to fulfil
legal obligations by reduced administrative burden, tiraed costsavings. At the same time, the data

that have been provided to public administrations will always remain under full control and consent
of the businesses involved, in line with EU data protection legislation.

Administrations will achieve time and cost savings through administrative efficiencyitirie able

to offer improved service quality to businesses. Thus, administrations will profit from a better
functioning digital single market with increased customer satisfaction and a better image of public
authorities.?®

The TOOP projesupports implenentation of SGDR and tlieuropean Commission has become one

of the main stakeholders in the model, in addition to public administrations, businesses, and citizens.

¢KS 3J2Ff GLYLX SYSyd ¢ Rdue? Thérdare setd@i@ivers f& khis prajastli K S NJ 2
mainly represented from better public service point of view: reduce administrative burden for
stakeholders and increase time and cost efficiency of processes. There are also several constraints
present to influencinghe outcome of the project.

/ 2y & (i \Remayi dadia urider full control and consent of the businesses invblvet ReRairdin

line with EU data protection legislatién I NB Ay LJX I OS the/dat@ dBSNpuhli? 3 dz N
administrations will alway remain under full control and consent of the businesses involved, in line

with EU data protection legislaticfi.

25 hitp://europa.eu/rapid/pressrelease IPL5-4919 en.htm
26 hitps://www.scoop4c.eu/

27 http://www.toop.eu/

28 |bid

29 |bid
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¢CKS 3J2Ff a/ 2ttt 02N 0AB3St & RSaA Itfe nhain EBifieS Wthi®d@ FS RSN
the project in order to design collaborativetlye generic federated architecture implementing OOP
that is able to connect different registries containing base data a@beernment architectures in
different countries employingtandards, reusing and/or extending existing building bloék$his goal
has twosub-goak:

f Thesubgoala! ylfteasS /9C ASYSNRAO FSRSNIGSR | NOKAGSC
specific architecture with CEF approach in order to establish direks Wvith existing
architecture principles and ensure update and service of TOOP architectural elefhents.

f Thesubgoald5SaAiAday O2fftl 02N GABStEe@ ¢hht CSRSNIGSR
solutions developed within the TOOP is a generic federatetiitacture, developed in
collaboration between different Member States. TOOP approach to federated architecture
and building blocks reuses existing building blocks and components and integrates new
St SYSyida Ay (GKS 9dzNBLISE Y rh, ddvelopd thedn fudhkriadhdi A y 3
applies them to new areas, using innovative and flexible methods and putting a strong
emphasis on subsequent proliferation, extension and facilitatfon.

¢KS 321 f G9ELIX 2NB YR RSY2yai NI diaSvelyidesgn Fgimedxi A 2 v I €
federated architecture implementing OOP that is able to connect different registries containing base

30 Krimmer, R., Kalvet, T., Toots, M., Cepilovs, A. and Tambouri€1E., Exploring and Demonstrating the Of@sly
Principle: A European Perspective. In Proceedings of the 18th Annual International Conference on Digital Government
Research (pp. 54651). ACM. DOhttp://dx.doi.org/10.1145/3085228.3085235

31 1bid

32 |bid
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data and eGovernment to explore and demonstrate the functionality of OOP through multiplecross
border pilots of eservices (6Government Services) for at least 12 months in real condifibhkree
sub-goak specij implementation of next pilot projects:
f Thesubgoald L Y LI} SY Sbgrderé{ \ENaGZ#A OS & T2 NJ . dzi AhgfBsigilot a2 6 A f A

area- Crossborder e Servicesor Business Mobility. This is versatile and composed of different
usage scenarios that are of interest to the participating states. It is based on the Exploring and
Demonstrating the One®nly Principle: assumption that government administrations from
different countries expose-services directed at Economic Operators from various countries.
During the respective service provision, compaekated information is needed. The pilot will
show how such information can be automatically retrieved from the E¥oha@® h LIS NJ { 2 NEB
country of origin without the business representative having to enter it a¢fain.

Thesubgoald ! LRI G Ay A [ 2y y S Oéfé8sRo thiededcdnl pilad areqaWpdating
Connected Company Datdoresees a central role for the Business Begs. Now, company

data are officially stored in the Business Register within individual Member States according
to requirements of relevant EU regulations and directives as well as national legislation.
However, the same (or part of the same) data asoadtored for other purposes by various
public administrations in the same and other KiS.

Thesub-goal dmplement Online Ship and Crew Certificdtesfers to the third pilot area;

Online Ship and Crew Certificatesddresses the need for simplificatiam the area of ship

and crew certificates, which are currently issued and maintained in paper format, while
certificate data is stored by national Maritime Administrations. TOOP aims at connecting the
databases of national Maritime Authorities and make timformation available to all
interested parties, as well as providing a possibility of online certificates, wiilickubstitute
paperbased or electronicallgigned certificates that have to be carried on board. Once TOOP
is implemented, the flag stateMaritime Authority will be able to issue the online ship or crew
certificates, while all other interested parties, such as port authorities, police and border guard
and the like, will be able to view and check the online certificates, thus reducingskseand

the amount of paperwork®

The goabCarry out an evaluatigrrefers to activity to carry out an evaluation, including identification

of drivers & barriers and conducting a catnefit analysis of the pilots, to identify the benefits and
impacts both tangible and intangible, and generate insights on the European value in order to facilitate
the wider use of OOP.

33 1bid
341bid
35 1bid
36 |bid
371bid
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3. Domain Definition and Description

The Domain Model represents the vocabulary and key concepts of the problem domain and it identifies
the relationships among all of the entities within the scope of the domianthe Cros8order Once
Only Principle for Businesses

Theroles and actorgepresent both the responsibilities and the physical and/or legal bodies endorsing
these responsibifies. TheCollaboration Modelidentifies the flow of activities and information across
the actors/roles.The TOOP principlesepresent the rules governing the On@mly Principle, and
providing guidance for decisiemaking in the design of the supportingssem.

These various aspects of the TOOP problem domain are further detailed in the following subsections.

OO+

.eu

3.1.Domain Roles
Consider an O@perations space as admensional structuréd ¢ RBHO dwith:

1 0 ¢ F¥ferring to the Legislation that applies to the use of Data, i.e., the purposes for which the
Data is to be used;
1 Oreferring to the Data about the Data Subject (DS)

A Data Application Envelope (DAEfers to the subspacim the operations area within which the use
of the Data has been approved by the D&t#bject (D5 An application envepe is defined by a single
Data andat least one purpose of use as identified by the applicablislegn

The role model provide®f separation of responsibilities into coherent and complementary roles. An

overview of the roles, the most important classes they addressl their interelationships are
depicted inFigures.

*
+governs |1 *[ "+ consentsTo

- Data Application )
+ commits To Enf'sjope + commits To

1 i | 7

Legislation of
Use

1.* Data
Provider

. <<Trace=>
DAE
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* |+ Provides
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=
Data
] + Uses 1.7 1

/ . T T

* * ), )
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+ sourcedFrom

Authorized
Data Source

Figure8: DomainRoleModel
The roles and responsibilities are specifiedahle 1.
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Tablel: Roles andesponsibilities

Definition

Respondhilities

Data Subject

DS

The legal entity the data is about. The D¢
refers to properties, activities, status, et
which inheres on the legal entity. TiData
are therefore dependent on the existeng
of the DS: when the DS ceases to exist,
Data has become irrelevant except f
historical purposes. Furthermore, Da
should embody an asset to Bxbabled
services that leads to the DS's benefit; dz
about the DS that lacks support to a cle
benefit for the DS is considered out
scope. When referring to Data with
capital D, we imply to refer to the Once
Only Data that has been registered abou
particular DS.

to assure the veracity of the dat
throughout their life cycle, including
provenance (when applicable);

to assure that any requirement that
particular use of the Data may put @
the Data is met and maintaine
throughout the Data lifecycle;

to decide about and consent to th
(current and futurg use of the Data fo
specific purposes asdaitted by the
legal framework;

to provide legal proof of identity.

Deputy Data
Subject

dDS

The legal entity that has got mandate to g
on behalf of the Data Subject

to provide legal proof of her identity;
to provide legal proof of identity of the
Data Subject;

to realize the responsibilities tha
belong to the Data Subject in the TO(
context.

Authoritative
Data Source

ADS

The authoritative source to the Data on
Data Subject

to provision altime referral to the
Data throughout their lifecycle: No
matter how often the Data has bee
duplicated, in case difference
between Data from the ADS or any
its duplicates are identified, the Dat
from the ADS prevails.

DAE
Governor

DG

The legal entity that managethe DAE,
and, fulfils a watchdog role that monitor
the DAE boundaries during the use of t
Data. The DG role only facilitates tk
enforcement of the DAE boundaries / leg
framework during operational use of th
Data.

to register and manage each Da
Application Enelope;

to maintain a register ofse of the Data
against its DAE;

to flag any unauthorized use of th
Data, i.e., use of Data by a DC wh
falls outside the aged Data
Application Envelope;

as a facilitating role, it could endors
additionalresponsibilities

Data
Provider

DP

The legal entity that is in charge of the Dg
deployment

to receive Data requests from DCs al
verify their compliance with nationg
legislation;

to adhere to the terms of use for whic
a consent has been admitted;

to manage outstanding requests an
incoming Data;

a2 LIN2 @A RS
authorized conditions only;

51 4F

Generic federated OOP architecturé{2ersion)

30



Definition

Respondhilities

to log the events of use of the Data
the DG, e.g., request incl. time stam

purpose, DS, DAE, and, D¢
provisiaing incl. time stamp, purpose
DC,DAE

to maintain a register of available Da
with  their conditions of use
throughout their life cycle;

to facilitate the maintenancea registe
of (context of) use of Data;

to ensurethe security of its register
against unauthorized access and use
Daa

Data
Consumer

DC

The organization/administration that is i| to generate Data requests;

mission to society or industry.

to assure that Data request comp
with international legislatin;

to state the purpose of useof which
the Data is requested,;

to accept/approve or
reject/disapprove the provided Data
against the request, and log this to th
DG.

3.2Role Collaborations
The collaboration between the identified roles is representeBigure9.
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Figure9: Domain Collaboration
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3.3DomainPrinciples

Aprinciple is a normative principle on the design of an artefact, thus normativelyat@stythe design
freedom(Greefhorst and Proper 2011 he principle itself is the agreed codification of rules associated
with a subject domain. The value of principles should not be under estimated and is an important
outcome of pilot projects (sometimes more valuable than actual implementation), especially as a
foundation for the design of legislative instruments regulating a domain: the principles of data
protection are first class citizens of the GDPR, establishing thef sefes applicable in the domain of
data protection.

The principles applicable in the OrGaly domain are listedelow. Principles are identified by
O2yaSOdzi A @S ydzyo SNIRSY Lbpesdricthg &settorattributessalgttad frm a
(Greefhorst and Proper 2011)

1 A Title in the form of a statement that succinctly present the fundamental rule that is to be
followed;

1 A Rationalewhich should highlight the miness benefits of adhering to the principle (incl. a
reference to theOnceOnlyObjectives that have been specifiedChapter 2, describinghe
reasons why this principle applies

T Its Implicationsdescribingthe impacts of this principle on the architieire being designed;
drives thebehavia that is expected from people in order to comply to the architecture
principle, andalso considers the undesired behaviour that is an implication of the architecture
principle (what people should not do), or the raiye consequences (the disadvantages of
choosing for the architecture principle);

1 Type of Informatiowrlassifies the principle tihe relevant view (of the architectae) where this
principle applies

1 Quality Attributesare to provide for an indication othe quality characteristics that this
principle contributes to meet, improvinipe clarity about the intended effect of the principle
as well as a suggestion towards its validation.

We intend to specify the attributes that represent the principle as SMadRdossibl&. To that end

the principle and/or its representation have been evaluated to besg@cificenough to understand

its intention and its purported effect on the design decisionsnfiasurableby providing sufficient
detail and/or criteria ® determine success or failure of its application; @ithievablein that its
application is without any significant impediment; (i8levant enough that when following its
direction it will lead to significant improvement in terms of efficiency, effjcar simplicity of the
resulting design; and (Mdme-boundin bearing its validity over context and time. Finally, the set of
principles have been validated not to be (partially) in conflict with each other, because contradicting
rules cannot guide towals meaningful or valuable decisions.

P.1 Citizens and business supply, by the DG, the same Data only once to a public administration,

which remain available for authorised use, by the DC, throughout their life cycle.

1 Type of information Business view

1 Quality attributes: Usability (usefriendliness, operability), Maintainability (manageability,
reusability), Reliability (availability)

1 Rationale This represents the single one purpose of the TOOP project; without its application
the project does not deliver oits intrinsic value, and no improvement on European society
will be achieved

38 hitps://en.wikipedia.org/wiki/'SMART _criteria
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1 Implications On the positive side, the burden on European business that results from
interaction with national and European administrations, i.e., governmental organisatidhs, w
reduce significantly since those administrations can base their operations on reuse of Data
that has been collected previously. On the negative side, the implied connectedness of
registers between each and every European administrations will bringritiacy of the Data
into a more vulnerable position. Furthermore, due to the necessarily more centralised system
approach, the continuity of administrative services will be more dependent on Data
availability, which becomes more vulnerable to threats tleeemble DDOS&ttacks and Trojan
horses, and Data integrity, which can suffer more from ransomware holding data hostage and
other attempts to cripple data.

P.2 Data can only be used by the DC in the context of a specified purpaben the DChas a legal
bads for data access and satisfies the requiremestt for the DCto reach the data
1 Type of information Business view
1 Quality attributes. Functionality (compliance, security), Usability (dsiemndliness),

1 Rationale The prime users of the OOP, i.e.rapean business, will only trust O@Rabled
services once it proofs (i) secure, and (ii) transpar&€herefore the DOs must be eligible to
set requirements (for example assurance/security level) for DCs to reachi@tanust have
a legal basis to ugbhe data

T Implications Trust from the individuals representing the DS will grow, and transparency of its
operation will be high.

P.3 Data access and their use should be prohibited for use outside the Data Application Envelope
the consent admits to.

1 Type ofinformation: Businesview

9 Quality attributes. Functionality (security, compliance, maturity)

9 Rationale The success of the eGovernment Action Plan is directly related to the efficacy and
maturity of the security measures against abuse of Data. This lérmn be considered as
partial realization of Principl®.2where the latter enforces external behaviour of the OOP
platform while this principle enforces its internal behaviour. By token of its strict control this
enables tle use of the OOP platform for distributing the Data to the public sector as well

1 Implications On the positive side, this principle will ensure that the OOP platform will enforce
secure operation on the Data.

P.4 Despite possible duplication of Data, only enauthoritative DG exists to dispute Data
correctness.

1 Type of information Businesyiew

1 Quality attributes. Functionality (accuracy, suitability, manageability), Efficiency (time
behaviour), Reliability (fault tolerance)

9 Rationale The core ramificationf the OOP platform, i.e., reuse of Data, is only effective once
guarantees about appropriateness and accuracy of the Data, particularly when being reused,
can be guaranteed. Without such guarantees, the OOP platform will fail in achieving its main
objectives

1 Implications Enforcing an explicit balance between Data correctness and scalakiljtypC
must be able to verify whthe DG isfor example this mage listed in some sort of catalogue.
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P.5 Despite possible duplication of Data, owrghip and IPR remamwith the DS
1 Type of information Business viewSview
1 Quality attributes:
i Rationale
1 Implications

P.6 Despite one authoritative DG, once authorisation of use is granted, access to Data is absolute
and independent from time and location, and withouufther delay.
1 Type of information IS view
1 Quality attributes: Maintainability (reusability), Efficiency (time behaviour)
i Rationale
1 Implications

P.7 Data cannot be combined or adapted without an explicit regulatory provision.
1 Type of information Busineswyiew, ISview
1 Quality attributes. Maintainability (manageability, changeability), Functionality (accuracy)
1 Rationale
1 Implications Data remains in correspondence with the state of affairs about the DS.

P.8 All organisations that take on an OOP role mustngply with the rules of engagement that

reflect the essentials othe OCP.

1 Type of information Business ViewSview, Technology view

T Quality attributes. Functionality, Reliability, Usability, Efficiency, Maintainability, Portability

1 Rationale This essetially reflects the need that any collaborative administration in the OOP
realm should commit to these Principles. Otherwise, the technical as well as the business
interoperability willbe hampeed or cease to emerge, resulting in a failed OOP realm

1 Implications: Interoperability on all enabling dimensions, i.e., social and political, regulatory,
organisational, technical, semantic, and financial, and on all levels of collaboration, i.e., local,
regional, national and international.ogether with P.10 it iplies that in any given ecosystem
there must be a governing authority who supervises that rules of engagement are followed.
This rolemust be clearly defined.

P.9 Use of Data shall be transparent and open
1 Type of information Business viewSview
1 Quality atributes:
1 Rationale
1 Implications

P.10Any handling on Data, in particular but not limited to their Use, shall practice organisational,
technical, and other methods and tools in support of auditing and accountability
1 Type of information ISview, Technolgy view
1 Quality attributes:
1 Rationale Within the OOP realm, privacy of Data represents a concern that should be
considered a commodity. Therefore, the very basic and integral ability to trace back any abuse
of Data is a necessary condition for an opemasl OOP platform. In information systems,
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organisational, technical, and other methods and toale used tosupport auditing and
accountability Examples of such methods includayt are not restricted to: ision of
responsibilities and separation ofirffctions,user authentication and authorisation, logging
different activities, use of cryptographic proceduresimestamping, and othef8 These
methods and tools are used to introduce two O@ifensions that reflect, at the one hand,
legislation and authdsation events, and, at the other hand, events about transport and use
of Data. Based on registration of these events, abuse of Data can be detected throughout the
life-cycle of Data

Implications Introduction of needed organisational, technical, and ethesthods and tools
requires a norrepudiation transaction model that forms a fundamental and integral part of
the OOP platform.

P11.Data security

1
1
1

Type of information Business viewS view, Technologyew

Quality attributes:

Rationale Data{ dzo 3@ traDsferred, stored in any service used within the TOOP Project
must be protected against misuse, manipulation or fraud.

Implications Data must be stored in the system, which include security and authenticity

mechanisms. Neglecting security andlartticity of data may lead to unsuccessful project
implementation.

39 https://www.bsi.bund.de/EN/Topics/ITGrundschutz/ITGrundschutzHome/itgrundschutzhome _node.html
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4. Requirements Driving the Architecture Design
This chapter specifies the requirements driving the design of the reference architecture for Cross
Border Once Only Principle.

First the regirements engineering framework is described. Then each activity belonging to the
requirements engineering process are explained, and the architecture requirements are specified.

4.1 Architecture Requirement Framework

The requirements of interest in designingOOP Reference Architecture are tAechitecturally

Significant Requirement® ! { wQa 0> A®dSd HiK2aS NBIddZANBYSyGa @K
software system's architecturg(Chen, Babar, and Nuseibeh 2018jgnificant is a key term in this

definition, and is ultimately measured by high cost of change in the designed architecture.

¢ KS larg sp€riied by referring to concepts and elements of the domain model: the requirements

I NE AYRSSR 3JdZARAY3I GKS azfdaZiaAzy G2 6S RSaA3aySR i
G2 Iy FOG2NkNRESQa OFLIoAtAGeT a OF LWAdzZNBR Ay (K
. SAARSa adickitBctutefprimépied NB | f a2 OF LJGdzZNBRY (KS& | NB ad
JdzA RSt AySa F2N) 6KS dzaS FyR RSLX2eYSyid 2F |ttt L¢
They reflect a level of consensus among the varideiments of the enterprise, and form the basis for

making future architecture decisions.

A principle differs from a requirement by its scope: it is a general rule applied to any element of the
designed architecture. Some architecture principles might ke gburce from which architecture
requirements are derived. The architecture principles however remain key guidelines driving the
architecture decisions, and might be referred to at any stage of the architecture design (from business
architecture to technadgy architecture).

20K GKS '{wQa FtyR GKS | NOKAGSOGdzZNE t NAyOALX Sa |
Product Quality Model (ISO/IEC 25010) and the related Data Quality Model (ISO/IEC 25020), both part
of the Software Quality Requirementand Evaluation (SQuaRE) family of standards. Adopting a
standard structure contributes to ensuring all relevant architecture concerns are integrated, and to
identifying potential lack of expressed needs from the stakeholders: a relevant quality attithae

is not associated with any requirement might represent a gap in the requirements engineering process,
seen from the viewpoint of the architect.

Table2 identifies the relevant quality attributes in the context of TOOPsthare the concerns for
which requirements anr principlesshouldbe specified.

7

Table2: Relevant Quality Attributes

Quality Relevance and specific goals in TOOP
Attribute

System Quality

Functional The domain modk(actors/roles and collaboration model) is the baseline for the
Suitability functional suitability dimension. It is complemented with functional requirements
associated with the capabilities of each domain participant.

Performance The performance is mainkelevant from theime-behaviourperspective(i.e. the degree
Efficiency to which the response and processing times and throughput rates of a product or sys
when performing its functions, meet requirements), associated with the-teneind
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Quality Relevance and specific goals in TOOP
Attribute

processing time of theser request. Theapacitymight also be relevant, in terms of size
of data to exchange, as well as in terms of transactiwvoughput

Compatibility The compatibility quality dimension is concerned witteroperability, from the
perspective of botlexcrangeof information anduseof information
exchangedThecoexistenceattribute is relevant in terms of integration with existing MS
systems.

Usability Theoperability of the system is the main concern: it especially relates to the drvosder
exchangeMoreover, accessibilityis acompulsory requirementespecially in terms of
European languages

Reliability The reliability is mainly concerned with thgailability of the system, and specifically of
the crossborder exchange.

Security Securityis a man concern in TOOP, as the system deals with the exchange of
authenticated data, and authorized access to the data.

The requirements are associated witbnfidentiality, integrity, availability (of the
information), nonrepudiation, accountability, auditability , authenticity/trustworthiness,
as well aprivacy.

Maintainability | Althoughmodularityandreusabilityare of paramount importance to ensure
maintainability, they are not directly concerned with the architecture of the system (b
with the detaileddesign of the solution).

Data Quality

Accuracy Syntacticand semanticaccuracy of the exchanged data are particularly important in
TOOP

Completeness | The completeness of data cannot be guaranteed by the system as it does not include
collection andvalidation of data about the data subject from the data owner

Consistency The consistency of data is ensured by the systems that TOOP relies on. TOOP in its
cannot therefore ensure the data consistency

Credibility The authenticity of data is a majooncern in the crosborder exchange of evidence.
TOOP should ensure that the authenticity is maintained during the exchange

Currentness Evidence can be updated during its lifecycle. TOOP has to integrate this and provide
mechanism to ensure the usd current data

CKS ' {wQad FyR ! NDKAGSOGAINBE t NAyOALX 538 &LISOATAOI
engineering process, composed of the following activities:

- Requirements inception
- Requirements analysis
- Requirements specifications
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- Requiremats validation

The activities are contextualized, both to the scope of the project, and to the goal of designing a
reference architecture (as opposed to an application architecture). The contextualized activities and
their outcomes are described in thellfl@ving sections.

OO+
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4.2 Architecture Requirement Inception

During the inception phase, the needs of the stakeholders are captured: they are the baseline for the
specifications of the requirements. In TOOP, the needs are issued from the following sources:

- The kgal environment, and specifically the draft SDGR,;
- The interoperability principles and recommendations, extracted from the EIF;
- The pilot needs.

The needs of the stakeholdease capturedby other WP and/or tasksand themain sources of these
needs are:

- Legal principles and requirements (D2.5)

- Draft SDGRhttp://eur -lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A52017PCP256

- EIF Principles and Recommendatidnps://ec.europa.eul/isa2/eif _er)

- User requirements issued by each pilot, and available on the pilot wiki
(http://wiki.ds.unipi.gr/display/TOOPILOTS)

4.3 Architecture Requirement Analysis

In this phase, the requirements from each source is analysed, and its impact on the architecture is
assessed. The result of this assessment might be that

- The requirement is not relevant in terms of architecture
- The requirement is either generalized or specialized in an architecture principle
- The requirement is generalized in an architecture requirement

0 describes the outcome of the legal framework analysis, whilescribes the outcome of the EIF
analysis.

4.4 Architecture Principles Specifications

In this phase, the identified architecture principles are formulated and associated with the quality
model. The specified architecture principldrisced back to its source.

Table3: Architecture Principles

Description Rationale Quality Implications
PRINE | Open Give preference to open | EIF04 IOP If a new
01 specifications/ | specifications, taking due component is to
standards account of the coverage be designed, give
of functional needs, preference to
maturity and market open
support and innovation specifications and
standards
PRINE | Reusable Reuse and share EIFO6 Reusabilit | Develop TOOP
02 solutions solutions, and cooperate y architecture as a
in the development of reusable solution;
joint solutions when
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implementing European
public services

reuse BB when
possible

PRINE | Reusable data| Reuse and share EIFO7 Reusabilit | Reuse and share
03 information and data y information and
when implementing data in compliance
European public services with the Once
unless certain privacy or Only principle,
confidentiality improving quality,
restrictions apply as well as saving
money and time
PRINE | Technological | Develop achitecture EIFO8 Replacea | Technological
04 neutrality that supports bility neutrality
technological neutrality minimizes
technological
dependencies,
avoids imposing
specific technical
implementations,
and enhances
adaptation to
changes of
technological
environment
PRNGC Data Develop architecture EIFO9 Portabilit Data portability
05 portability that supports data y helps toavoid
portability lockin and to
support the free
movement of
data.
PRINE | Once Only Adhere to theOnce Only | EIF13 Operabili | TheOnce Only
06 Principle Principle y Principle helps to
meet the users'
requirement to
provide only the
information that is
absolutely
necessary to
obtain a given
public service
PRINE | Standards and| Putin place processestqg EIF21 IOP Standards and
07 specifications | select relevant standards specifications are
process and specifications, fundamental to

evaluate them, monitor
their implementation,
check compliance and
test their interoperability

interoperability.
Their
management
process needs to
be established
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together with
architecture
development

PRINE | Standards and| Use a structured, EIF22 IOP A structured,
08 specifications | transparent, objective transparent,
selection and common approach objective and
to assessing and common approak
selecting standards and to the standards
specifications and specifications
processshould be
developed
PRINE | Interoperabilit | Establish interoperability| EIF26 IOP Interoperability
09 y agreements | agreements in all layers, agreements in all
complemented by layers,
operational agreements complemented by
and change managemen operational
procedures agreements and
change
management
procedures, are
needed to
implement TOOP
architecture and
should be
foreseen
PRINE | Organisationa | Clarify and formalise EIF29 IOP Clarification and
10 | relationships | organisational formalization of
relationships ér organisational
establishing and relationships
operating European between
public services stakeholdersare
needed to
implement TOOP
architectureand
should be
foreseen
PRINE Data and Perceive data and EIF30 IOP Common
11 information information as a public principles for data
as a pubit asset that should be and information
asset appropriately generated, generation,
collected, managed, collection,
shared, protected and management,
preserved sharing,

protection and
preserving should
be developed
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PRINE | Open Use open specifications,| EIF33 IOP Open technical
12 technical where available, to specifications
specifications | ensure technical should be
interoperability when evaluated and
establishing European used
public services
PRINE Infrastructure | Decide on a common EIF35 IOP Infrastructure for
13 for European | scheme for establishing and
public interconnecting loosely maintaining
services coupled service European public
components and put in services should be
place and maintain the decided,
necessary infrastructure developed, and
for establishing and put in place
maintaining European
publicservices
PRINE Reusable Develop a shared EIF36 IOP The infrastructure
14 services and infrastructure of for establishing
information reusable services and and maintaining
sources information sources that European public
can be used by all public services should
administrations comprisereusable
services and
information
sources that can
be used by all
public
administrations
PRING Costbased Effectiveness and EIF19 Efficiency
15 Efficiencyand | efficiency requirements
Effectiveness | should be evaluated and
established, balanced by
considering of costs and
benefits
PRINE | elDAS Trust The TOOP architecture | EIF47 Security
16 Services should usdrust services
according to the
Regulation on elD and
Trust Services as
mechanisms that ensure
secure and protected
data exchange in public
services
PRINE | Data The information Privacyby- Privacy
17 Minimization exchanged between the | Design

participants of the
sysem should be limited
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to the data required by
the processing

PRINE | Purpose The information Privacyby- Privacy
18 Limitation exchanged between the | Design
participants of the
system should only be
used for the explicitly
agreed purpose

PRINE | Consent When the consent of the| Privacyby- Privacy
19 Management | user is necessary for dat{ Design
protection purposes, it
shall be obtained in
accordance with
Regulation (EU)
2016/679 and Regulation
(EU) 45/2001

PRINE Multilingualis Useinformation systems Usability
20 m and technical
architectures that cater
for multilingualism when
establishing a European
public service. Decide on
the level of
multilingualism support
based on the needs of
the expected users.

4.5 Architecture Requirements Spiéications

In this phase, the identified requirements are formulated and associated with the quality model. The
specified ASR is traced back to its source.

Table4: Architecturally Significant Requirements

Description

SYSTEM/SW QUALITY CONCERNS

Functionality

ASRFUNGO1 The Data Consumer can request Data on the Data Subject | SDGR.Art12.4
the Data Provider PA1.1REQ4
PA1.2REx4
PA1.2REGG
PA1.3RE4

ASRFUNGD2 The Data Consumer must be informed about the dbods and | PAL1.2REG8B
terms of use of the retrieved information PA1.2REQRL1
PA1.3RE@8
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ASR Description Source
ASRFUNG@D3 Where the completion of a procedure requires a payment, SDGRArt.11.1.e
users are able to pay any fees online through clussler EIF45
payment services, including, at a nmmim, credit transfers or PA1.1REQ1S8
direct debits as specified in Regulation (EU) No 260/2012 of | PA1.2RE@21
European Parliament and of the Couril PA1.3REQ18
PA2.1BUSINESB
PA2.2BUSINESB
ASRFUNG@D4 The Data Consumer may use the system to send messagest PA1.1REQ@L5
Requester PA1.2REQLS8
PA1.3REQL5
ASRFUNG®D5 The Data Provider may provide data servicesvimification of | PA2.2PULEL
specific conditions, i.e. DP replies True/False to spe( PA2.2PULLL

statement.

Performance Efficiency

The DP should not unnecessarily delay the process of

Interoperability

associated with the processing of the request for Data from tf
DC

ASRPERP1 PA1.NiceToHave
transmitting the Data to the DC
ASRPER2 The DP should communicate the expected level of service

Compatibility

ASRORO01 The Data Provider must be able to understand the request fri SDGRArt12.2
the Data Consumeand automatically serve it PA1l.1REQ7
PAl.2RE®
PA1.2REQ10
PA1.3REQ7
ASRORO02 The Data Consumer must be able to unambiguoustlerstand | SDGFArt12.2
and process the information retrieved from the Data Provider] PA1.1RE®9
PA1.2REQL2
PA1.3REQ
PA2.1DATA2
PA2.2DATA2
ASRORO03 The Data Consumer and the Data Provider must be techni¢ SDGRArt12.2
able to exchange information PA1.1RE@3
PA1l.2RE®3
PA1.3REB
ASRORO04 Each service provided by the Data Consumer hasdoifypset of | PA2.21DATA5
data required from the Data Provider for a specific purpose. | PA2.2DATAS
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ASR
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ASRORO05

Existing Registries should provide web service interfaces

.eu

Description

requesting information and subscribing to information change

Source

PA2.1
ARCHITECTURE
PA2.2
ARCHITECTURE
EIFO5

Coexistence

ASRCOB1

ASRSE@1

The Competent Authorities must be able to reuse exist
national or EU infrastructure, including the BRIS infrastructur

The transmission of an Evidence from DP to DC must guara
the confidentiality of the exchanged Evidence

PAL.1REGLO
PAL.2RE@2
PA1.3REGL9
PA2.1
ARCHITECTURE
PA2.2
ARCHITECTURE

SDGRAM12.2
PA1.1REGL6
PA1.1REQL7
PA1.2REGLO
PA1.2REQ20
PA1.3REQL6
PA1.3REQL7
PA2.1SECURITY
PA2.2SECURITY

ASRSE@?2

The transmission of an Evidence from DP to DC must guara
the integrity of the exchanged Evidence

SDGRAM12.2
PAL.1REQL6
PAL.1REQL7
PA1.2REQL9
PA1.2REQ20
PA1.3REQL6
PA1.3REQL7
PA2.1SECURITY
PA2.2SECURITY

ASRSE@3

The DQGnust be informed about the level of availability of Da
provided by the DC.

PAL.1REG8
PA1.2REQL1
PA1.3REG8

ASRSE@4

The Evidence provided by the DP must be available accordir
the legal requirements

ASRSE@5

The Data Consumer is responisifior ensuring that the request
for Evidence from the Data Provider was initiated by the Usg
unless not legally required

SDGR.Art12.4
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ASR Description Source
ASRSE®@6 The Data Provider is responsible for transmitting the reques| SDGR.Art12.4
Evidence in accordance with the confidetity and integrity
requirements,
ASRSE@7 The DP should not provide the evidence if the request does
conform to the legal requirements of the DP
ASRSE@8 If the Data Provider cannot transmit any evidence, the d{ LEGGAO03
provider must gie reasons for this.
ASRSE@9 Appropriate audit and logging measures must be implementg LEGCTRI02
to ensure that any exchange of evidence organised under the
OOP can be verified by competent authorities in case of
disputes (including the identificatioof the sending and
receiving competent authorities, the time of the exchange, an
the integrity/authenticity of the exchanged data itself).
ASRSEEL0 The Data Consumer must authenticate tserbefore | PA1.IREGL
requesting Evidence from the Data Praidvhen authentication| PA1.2REQL
is required PAL1.2RE@
PA1.3REQL
ASRSE€lL1 The DC must identify the DS associated with the User. LEGCTRIO1
PAL1.1RE@
PA1.2RE@
ASRSE€E12 The DP must validate that the User is authorized to re&ie LEGCTRIO1
information about the Data Subject PA1l.1IRE®@
PA1l.2RE@
ASRSEEL3 The participants to the Evidence exchange process must be | PA2.21SECURITY
identified, specifically the DC and the DP PA2.2SECURITY
ASRSEcl4 The DP must verify thathe data consumer is an authorize| PA2.1SECURITY
digital public service before transmitting the required data PA2.2SECURITY
ASRSEEL5 The Data Consumer must be able to prove that the User explii SDGR.Art12.4
requested the retrieval of Evidence from the Ba&rovider PA1l.1RE@
PAl.2RE®X6
PA1.2REQ7
PA1.3RE®S
ASRSECL6 The Data Provider must be able to prove the reception of { PAL.2IREQ1L1
transmitted data by the Data Consumer PA1.2REQL4
PA1.3REQL1
ASRSEEL7 The Data Consumer mue able to prove the reception of the PA1.IREQLO
data request by the Data Provider PA1.2REQL3
PA1.3REQL0
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Description

The Evidence transmitted by the Data Provider to the D

Consumer shall be limited to what has been requested

Source

SDGR.Art12.6
PRINE7

ASRSE€L9

The Evidence transmitted by the Data Provider to the D
Consumer shall only be used for the purpose of the proced
for which the evidence was exchanged

SDGR.Art12.6
PRINE18

ASRSE0

When the consent of the user is necessary to regi&vidence
from the Data Provider, it shall be obtained in accordance W
Regulation (EU) 2016/679 and Regulation (EU) 45/2001

SDGR.Art12.6
PRINE19

ASRSE1

ASRRELO1

ASRUSAO1

ASRACGD5

ASRCONS1

ASRCOMPO1

Data provided by the Data Provider to the Data Consumer 1
not be provided by the Data Consemto third parties.except
wherethird partiesare required to achieve the communicate
purpose, or unless it has been consented by the User

Reliability

The level of availability of the exchangeocess must comply
with the legal requirements

Usability

DATAQUALITY CONCERNS

Data Accuracy

The legal value and meaning of data should not be alte
crossing a national border

Data Consistency
The User has the possibility to previghve evidence to be used

by the Data Consumer, archeck the validity of the retrieved
information

Data Completeness

The User may be able to add information not provided by t
data provider(s)

Data Credibility
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ASR Description Source
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ASRCREm1 The authenticity of the data transmitted by the DP must
trusted by the DC

Data Currentness

ASRCURR1 The Data Consumer can subscribe to change events associg PA2.1PUSHA
with the Data life cycle PA2.2PUSKH4

ASRCURR02 Modification of data are asynchronously notified, on | PA2.2PUSHL
predefined schedule, to the Data Consumer that have subscri PA2.1PUSH2
to the notification service. A Data consumer has the possibility PA2.2PUSH3
unsubscribe to the notification service PA2.2PUSHL
PA2.2PUSHR
PA2.2PUSHKB
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5. Business Architecture

The business architecture is concerned with tdagture of the business operations the system. It
includes the specifications of the business actors, roles and resporeshiii well as the specifications
of the business collaborations between the business actemd associated business capabilities

When designing the business architectutesign decisions are taken and transfdira domain model
into the business arct@cture, guided by the architecture principles and the A&Rsvant from the
business perspectivéhe design decisions are formulated Achitecture Decision Record®\DRS) in
section 5.1

The ADRs introdudausiness roles and responsibiliti¢Bat conplement the domain actors and roles:
they are specified in section 5.2.

The business roles collaborate to meet the business objectives: the assdmisiadss collaborations

are described in section 5.Bhe actual specifications of the business processef less interest in the
development of a reference architecture: they are indeed very specific to each industry and integrate
ALISOATAOAGASEA 2AvirornenD Khe LlisiNdss\ @dcdshey ar€) Bowever useful for
identifying the business capiities required to support the business collaborations, and they are also
described in section 5.3.

The business collaborations requibeisiness capabilitietdo be deployed by each actor: they are
specified in section 5.4.

OO+
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5.1 Business Design Decisions

Architecture decisions are taken at the business level, transforming d¢beceptual domain
collaboration into actual business operations. The architecture decisions are documented as
Architecture Decision Records (ADRs) and formulatd@loe5.

Table5: Business ADR's

ID ‘ Name Decision Status Consequences

ADRO1 | Crossborder A separate entity, with the role of | Acceped IdP is a new role in
identification Identity Provider operates the business ops.
business crossborder identification of the Requires the

DS authentication of User
(ADRO02)

ADRO2 | Crosshorder User| The Identity Provider operates the| Accepted | IdP is a new role in
Authentication crosshorder authentication of the business ops
operations User

ADRO3 | Dynamic Location| The DP capable of providing the | Accepted | New CapabilityDP
of DP required evidence is dynamically Capability Management,

located includingDP Discovery

ADRO4 | Semantic Thesemantics heterogeneity of Accepted | New Capability: Evidenc
Capability 9PARSYOS I \ORNREAC Semantic Management,

managed including Semantic
Mapping
ADROS5 | Evidence DP Discovery and Evidence Accepted | CrossBorder Evidence
Exchanger Semantics Management Exchanger is a new
capabilities are both operated by business role
the same entity, with the role of
CrossBorder Evidence Exchanger
(shared resources)
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ID Name Decision Status Consequences
ADRO6 | Evidence The Evidence Exchanger role is | Delayed New entity potentially
Exchanger operated by a separate entity than operating the Evidence
operations DC and DP Exchange responsibilitie
for both DC and DP
ADROQ7 | DPCapability The Evidence Exchanger has the | Accepted | New capabilityDP
Registration capability to manage the DP CapabilityRegistration
capabilities publications included in DP Capadity
Management
ADRO08 | Crossborder The DC and DP rely on the Evider] Accepted | New capability: Evidencg
Evidence Exchange Management capability Exchange Management
Exchange
ADRO09 | Evidence Evidence Exchange Management| Accepted | Capability assigned to
Exchange operated bythe Evidence Evidence Exchanger
deployment Exchanger
ADR10 | Evidence DataNotification capability is Accepted | Data Subscription
Notification operated by the Evidence required (ADF09)
deployment Exchange(shared resources)
ADR11 | Data Subscription| The DC controls the notification | Accepted | New capability: DC Datal
capability through a subscription to Data Subscription
changes
ADRI12 | Data Subscription| The Evidence Exchanger operatey Acepted
deployment the DC Data Subscription capabilit
ADR13 | Provisioning The Data Provider has the Accepted | New capability:
Capability capability to publish to the Provisioning Capability
Publication Evidence Exchanger its capabilitie Publication, part of
to provision Data Provisioning Capability
Management

The DS identification (required by the security concerns) is a capability assigned to thboroess
Identity Provider (ADR1). It requires the authentication of the User, also assigned to the-trasker
Identity Provider (ADR2).

Thedynamiclocation of the Data Provideequires a DP Discovery capability (ALZR while the cross
border semantic heterogeneity requires a Semantic Management capability -GAPDHBoth
capabilities require access to shared resources, such as a registryaoPiaider and associated
provisioning capabilities, andx registry of semantic mapping ofEvidence across MS and

administrations For governance reasothe resourceQ | yy 2 (i

5t Qad ¢KS 5t

5 A & O ze@éhiticBMan@demdntocapabiity @re thexéfre assgBed fo
another role, the Evidence Exchanger (AIBIR Although it is recommended that a separate entity

0S YIyl3SR

0 e

operates the Evidence Exchanger role according tdthkerage business mod@oard of Innovation
2018Y9, it is not decided at this stage (AIDB). As a broker, thé&vidence Exchangacts as a proxy
for both the Data Consumeand the Data Provider

In order for the Evidence Exchamdge operate the DP Discovery capabilitye Data Provider has to
publish its Data Provisioning Capabilities: it therefore requires the capability Provisioning Capability
Publication, part of Provisioning Capability Managem@idR13). Tre Evidence Exchgerhas the

40 hitps://www.boardofinnovation.com/businessevenuemodetexamples/tre-broker/
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capability to process the publication from the Data Provider: DP Capability Regis(reliB07), part
of its Data Provider Capability Management.

Thecommunication between the Cro®orderEvidence Access at D the Cros®order Evidene
Provision at DRséedomain model) requires an Evidence Exchange Management capabilityo8ADR
It is operated by the Evidence Exchanger as it relies on shared resource8YADR

The Evidence Notification capability of the DP also requires sharedroesoan additional capability
is introduced andperated by the Evidence Exchanger (ADIR The DC controls the notification of
Data through the use of a Data Subscription capability (ADRalso operated by the Evidence
Exchanger (ADR2).

5.2 Busines#\ctor Model

According to the architecture decision&gtfollowing roles are added to tr#omainactor model, as
they have responsibilities in tHausiness operations

Evidence Exchangd€EB: The Evidence Exchangeule acts as a central point for the degment of
the crossborder evidence exchange processcan be deployed according to various operations
models: asupranational actor, a network of actorgach Data Consumer and Data Providére main
responsibilities are:

() Manage the capabilities dfie Data Providers

(i) Locate the Data Provider responsible for a specific Data on a Data Subject

(i) Manage the semantic heterogeneity of the Data across DCs and DPs

(iv) Manage the crosborder exchange of Data

(v) Register the subscription of data consumers to data geagvents

(vi) Notify the relevant data consumer (subscribers) when an actual data change event occurs

Identity Provider (IDP)refers to the entity providing identity and authentication services. The main
responsibilities are:

() Identify and authenticate natad persons acting on behalf of a legal entity
(i) ldentify legal entities

5.3 Busines<ollaborations
There are two main collaborationdentifiedin TOOP:

- The crosshorder data retrieval
- The crosshorder data update

5.3.1. CrossBorder Data Retrieval

This collaboratiomealizes the objective of the Data Consumer retrieving Data from the Data Provider
in the context of a crosborder procedure delivery.

Figure 10 describes the collaboration in terms of business actors, business roles andatsgoci
business capabilities, as well as the main operational fldws. Data Consumer, Data Provider and
Identity Provider roles are assigned to specific actors. The Evidence Exchanger role is not yet assigned
to any specific actor at this stage, and vasgaperational models are possible. The next version of the
business architecture will specifically address this question, by assessing the operational models
according to the governance and sustainability dimensions.
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Figurel0: Data Retrieval Collaboration

Thebusinesgprocesses associatgdA (i K

idKS

LI NOAOALN yia 27

capabilities are deployed in the business operations context.

Figurell describeshe businesgrocess at Data Consumewhile Figurel2 describes the business

idKS

process at Data ProvideThe business processes are descriaed generic level of abstractiomo

support the goal of developing a generic reference architectlitee various business capabilities

Ooz2ftf I

introduced with the architecture decisions are leveraged to support the deployment of the business
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Figure12: DataRetrieval- DP Process

Figure13 describes the Data Provider Capability Publication business process. This is a supporting

process that ensures that the Evidence Exchanger knows about the actual provisioning capabilities of
the Daa Providers.

Publish DP Capability o
Publish (D Transferm ([ Register DP  =»
Supported @[——————————-— - Data F-—————- - Capability
Data
Provisioning Capability [;:] Evidence Serfantics [2] Data Providgr Capability [;:]
Management Managemgent Management
Provisicning [~] Evidence [ DP Capability [
Capability Sernantics Registration
Publication Mapping
Data Provider e Evidence Exchanger e
Figurel3: Data Provider Capability Publication Process
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5.3.2. CrossBorder Data Notification

This collaboration realizes the objective of the Data Provider notifying the Data Consumers registered

to such a notificationFFigurel4 describes the collaboration in terms of business actors, business roles

and associated business capabilities, as well as the main operational Tlhevdusiness processes
associated with the participants of the collddd G A2y AffdZAGNI S K2é SI OK
deployed in the business operations context.

.eu

Data Consumer o
Cross-Border |ﬁ] Cross-Border ﬂ:]
Evidence Event
Access Processing
I
Subsctiption '|*
! Motifitation
¥ f
Evidence Exchanger D
Data Provider [~ Evidence Event [ Evidence  [1]
Capability Management Exchange
Management Management
'y
Notifikation
1
Data Provider D

Cross-Border [
Evidence
Provision

Figurel4: Data Notification Collaboration
Figurel5 describes the Data Consumer Subsapiptusiness process, whitggurel6 describes the
Data Provider Notification business process. The business processes are described at a generic level of
abstraction, to support the goal of developing a genegiference architecture. The various business
capabilities introduced with the architecture decisions are leveraged to support the deployment of the
business processes.
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Figurel5: Data Consumer Subscription Process
Data Changed 12 Data Change 12
at DP Metified at DC
Metify Data Change { ap
Publish Data () Lookup = Transform te ([ Notify (D
Change @ ~-————- - Subscribers  --——--——-— - DCData @ --—————- -~ Subscribers
Cross-Border [ Evidence Event Management ] Evidende Semantics  [1) Evidence Exchange [/
Evidence Provision Management Management
Evidence [ Motification (] Subscription [ !
Motification Management Management Evidence 5:]
Semantics
Mapping
Data Provider D Evidence Exchanger [s]

Figurel6: Data Provider Notification Process

5.4 Business Capability Model

A business capabilitgbstracsk the capacity and ability of an actor to realize its responsibilities. It
deploysresources to meethe associatedbusiness godd 9 | GusiNG< c&pabilities are deployed

in the business collaborations described in the previous section. This section specifies the business
capabilities in terms of purpose, outcomes and required resources.
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Figurel7 is a map of lhe capabilities associated with each business role. This representation is
specifically useful for a participant to understand what capability it needs to deploy in order to
participate to the system.

Data Consumer o Evidence Exchanger L]
Evidence Exchange Q
Procedure Authorization ﬁ Procedure and Evidence Q Management
Management Management .
Evidence [~
Data Subject m Procedure and m Submission
Authorization Evidence
Mapping
Evidence Q
Reception
Cross-Border Evidence Access Al
Evidence m Evidence m Event Q
Request Reception Subscription
Management Management Data Provider Capabilit}rﬂ
Management
DP Capability [~
Registrati
Service Q Cross-Border ﬁ] Cross-Border Q =2t
Delivery Procedure Event
Provision Processing D - Q
Discovery
Data Provider [y
Terms & Q
. Conditions
Provisioning Capability Q Evidence Management I?Q Management
Management
Provisioning [~] Evidence [ Event (A -
Capability Retrieval Management Evidence Event A
Publication Management
Subscription Q
Cross-Border Evidence Provision [;Q Provisioning Authorizationﬁ Rnagsiest
Management
Evidence Q Evidence Q ——
Transmissicn Motification Motification [~
Management Management
- - Evidence Semantics [~
Identity Provider o] Management
Identification [~ Evidence [~
and Semantics
Authentication Mapping

Figurel7: Business Capalities Map
Table6 describesthe business capabilities associated with each business role. The dasabile
organized in 2 levels: the first level business capabilities represent the business domains of the
organisation, whilethe 8 SO2y R f S@Sft odzaAySaa OFLIOAfAGASE | N
successfully perform a unigue business activity.

Table6: Business Capabilities

Purpose
Data Consumer
Procedure Authorization| DS Authorization Authorize the DS to Access the Procedure
Management
Procedure Evidence Procedure Evidence Mapping Identifies Evidence associated with
Management Procedure

Generic federated OOP architecturé@{gersion) 55



1
NS
or

Level 1

Crossborder Evidence
Access

Evidence Request Management

.eu

Level 2

Manages the request for Evadce to Data

Purpose

Provider

Evidence Reception Manageme

Manages the reception of Evidence from
the Data Provider

Event Subscription

Subscribe to events associated with an
Evidence

Service Delivery

Delivers the procedure when the required
Evidence is reteved

Crossborder Procedure
Provision

Provides access to the procedure for cros
border consumers

Crosshorder Event
Processing

Provision Capabilities
Management

Data Provider

Provisioning Capabilities
Publication

Processes the event associated with an
Evidence

Publishes the capabilities in terms of data
provisioning

Evidence Management

Evidence Retrieval

Retrieve the Evidence from the
Authoritative Data Source

Event Management

Manages the events associated with the
Evidence

CrossBorder Evidence
Provision

Evidence Transmission
Management

Manages the transmission of the Evidence

Provisioning
Authorization
Management

Evidence Notification

Evidence Exchanger

Notifies the events associated with an
Evidence

Manages the authorization associatedthv
the provisioning of Evidence

Evidence Exchange
Management

Evidence Submission

Submit the Evidence to the requesting Da
Consumer

Evidence Reception

Data Provider Capability,
Management

DP Capability Registration

Register the provisioning capali#i of the
Data Providers

Data Provider Discovery

Locate the Data Provider able to provide t
required Evidence

Terms and Conditions
Management

Manages the terms and conditions
associated with the retrieval and usage of
Evidence

Evidence Event
Management

Subscription Management

Manages the subscription to Evidence
Events from Data Consumers

Identification and
Authentication

Notification Management

Identity Provider

Manages the notification of the Evidence
Events received from the Data Providers

Authenticates a crosborder user
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5.5T0O0P Common Semantic Model

In the previous sections, the various actors, roles, processes, capabilities and services are described

that are part of the TOOP business architecture. The actual data or information fratvided only

once by businesses and stored, exchanged and requested afterwards is not described yet. In order to
capture the information and its semantics that TOOP is concerned with, we define a TOOP Common

Semantic Model. This model:

1 defines common TOOPBoncepts in the scope of the project, i.e. business and company

information.

1 capture the semantics/meaning of these concepts in terms of clear definitions/labels and the

formal relations between these concepts in terms of RDF and OWL constructs.

1 containsformal mappings between TOOP concepts and national member state concepts in
order to transform data requests/responses between member states and the TOOP platform.

In a first version of the TOOP CSM, we focus on basic company data and define the fallo®ing

concepts:

Table7: TOOP Common Concepts

TOOP Concept Short definition

CompanyCode The unique company identifier

CompanyName The official current company name as stored in the business register

CompanyType The legal type ofite company

LegalStatus ¢CKS t£S3rft adlrddza 2F GKS O02YLN y&

MainSite Aggregation of the address, telephone number, email of the m
(physical) site of the company

CompanyAddress The physical address of the company

CompanyTelephoneNumber | The telephone number of the company

CompanyEmail The email address of the company

LegalRepresentativeFamilyNan The surname of the legal representative for the company

LegalRepresentativeFirstName| The first name of the legal representative for the comypan

LegalRepresentativeDateOfBirtl The data of birth of the legal representative for the company

LegalRepresentativelnfo The type of representation the legal representative is granted

These concepts and their relations have been modelled in the form oh#ology that is constructed

using the W3C RDF, RDFS and OWL specifications. In addition, existing vocabularies and ontologies
have been reused as much as possible, especially the core vocabularies of ISA2 and ontologies
registered at W3C. A first diagrenatic view of the TOOP:RegisteredOrganization concept and the

subclasses and properties it uses can be found in the diagram below.
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org:Organization
org:changedBy : org:ChangeEvent
org:classification : skos:Concept
org:hasMember : foaf:Agent
org:hasPost : org:Post
org:hasPrimary3ite : org:Site
org:hasSite : org:Site
org:hasSubQrganization : org:Organization
org:linkedTo - org:Qrganization
org:resultedFrom : org:ChangeEvent
org:subOrganizationOf : org:Organization
org:transitiveSubOrganizationOf : org:Organization
rov:orghctivity : skos:Concept
rov:orgStatus : skos:Concept
rov:orgType : skos:Concept

[ tocp:companyMNaceCode : skos:Concept

org:identifier
Org:purpose

'f'; foaf:Agent org:FormalOrganization
org:hasMembership : org:Membership org:hasRegisteredSite : org:Site
org:holds : org:Post org:haslnit : org:OrganizationalUnit
org:memberCf : org:Organization rov:legalMame : Literal
org:reportsTo : foaf:Agent or org:Post ?

toop:CompanyCode . toop:Registration rov:RegisteredOrganization
[ tocp:registrationAuthority Il toopiregistrationDate : date rov:registration : adms:|dentifier

Il tocp:legalStatusEffectiveDate : Literal
:hasRegistration ?

. toop:Registered Organization

. toop:Site [ tocp:companyCode : toop:CompanyCode
- toop:companyType : [1..1
[l toop:siteAddress : veard:Organization - p-h NF': - }'S.yp- [ _5].
[ toop:websiteURL : URI toop:hasMainSite I toop:hashixinSits : tnop:Sits
M toop:companyMame : [1..1]

Il tocp:hasRegistration : toop:Registration

Figurel8: Snapshot of the TOOP Common Semantic Model

The TOOP concepts are mapped to nationaiiner state concepts via an ontological mapping using

RDF, RDFS and OWL constructs. An example of the mapping between the toop:CompanyCode and the
Dutch nhr:Kvhummer is given in the figure below. The owl:equivalentClass construct from the OWL
language isised to express the equivalence or similarity of the two concepts.

toop:CompanyCode nhr:KvE-nummer

2IS rdfs:comment = The unigue official ... }E rdfs:comment = The unique official ...
=l rdfs:label = Company code_ owl:eguivalentClazs 2= rdfs:label = Kvk-nummer _

skos:prefLabel = Company code B skos:preflLabel = Kvk-nummer

Figure19: Example of a TOOP CSM concept to a national member state concept.
For more details on the definition of the TOOP concepts, please see the TOOP CSM thageiki:
http://wiki.ds.unipi.gr/pages/viewpage.action?spaceKey=TOOP&title=TOOP+Common+Semantic+M
odel.
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6. Technology Architecture

Designing e TechnologyArchitecture - the logical software and hardware capabilities that are

required to support the deploymerdf business, data, and application servieesquiresan overview
andthoroughanalysis of theavailablebuildingblocks Afirst verson ofthisanalysis has been provided

inthe RSt AGSNIo6fS a5HdMd® DSYSNARO TS RENUmSeaptetht | ND
presentsthe analysissummariesfor selectedbuilding blocks In the forthcoming deliverables, the

Technology Architecterwill becomplemenedwith potential new Building Blocks and extensions and

with designof how theBuilding Blocksiill be usedo support the IS architecture

The main criteria for inclusion of building blocks in this chapter are as follows.

1 Need for ths building block follows from the TOOP requirements as presented in Chapter 4;

1 To be useful for TOOP pilots, a building block should comprise specifications and software that
can be used for specifying and building applications. Therefore, availabilityuct
specifications and software is an important criterion for selecting building bloegded for
OOP applications

T To be useful in longerm applications, a building block must be maintained and supported.
Availability of maintaining and supporting orgsation is another important criterion for
including a building block in the current chapter.

6.1.eDelivery
Overview and references

The CEEDeliveryDigital Service Infrastructure (DSI) Building Block deéinésteroperability
architectureto implement the technical components needed to exchange electronic data and
documents between entities in an interoperable, secure, reliable and trusted way. The building block
was first developed in the-8ENS project and later the governance and maintenance was t&ken

by CEF.

TheeDeliverybuilding block is based on a distributed modehere each participant is a nodie the
network, using standard transport protocols and security polidds. implementation
of eDeliveryworks as a collection of distributetbdesthat are conformant to the same technical rules
and therefore capable of interacting with each other.

Besides this basiessage Exchandauilding block the eDelivery architecture includes fynamic
Service Locatioand Capability Lookupuilding block which enable the dynamic configuration of the
network nodes. This reduces the complexity of managing participants in the network because it
enables direct communication between participants without the need to set up biladgraements.

All eDelivery bilding blocks build on OASIS specifications which are then further profiled for use within

0KS o0dzAf RAy3 of 20Messagd BxihangeiilSing (bdakEhe undefyiy GASIS
ALISOATAOIGAZ2Y A& GKS a! { DynamiIBBi¥idefL&ati@ehd Capalalify o @n é
Lookupo dzA f RAy 3 o6t 2014 GUKS&AS IINB GKS a.dzaAiySaa 520d
NBaLSOiA@Ste GKS a{SNWAOS aSilRIGlI tdzotAaKAYy3I 0
Rationale for inclusion in the TOOP architecture

The main gal of TOOP is to enable users to retrieve data they already provided to a public authority
forredza S Ay 20GKSNJ 60dzaiySaa LINRPOSaasSasx az (GUKSe R2y
requires that the TOOP architecture includes a mechanism for tbleagge of information between

0KS RFGF O2yadzYSNAE YR RIGF LINPJARSNBE® ¢KSNBT2N
Message Exchandriilding block in the TOOP architecture.
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Since data consumers may need to communicate with many data prevédigo theDynamic Service
Locationand Capability Lookupuilding blocks will be included in the TOOP architecture to enable the
dynamic configuration of network nodes.

Application

Currently there is no single generic implementation of an eDelivergvwgat, there are several open
source and commercial implementations that are listed in CEF eDelivery pages. Typically, any CEF
conformant eDelivery Gateway can be deployed and used for TOOP, with minimal adjustments to their
backend interfaces, since TOOM reuse the Conformance and Interoperability Testing Interface that
every CEF Conformant gateway must implement.

Usage, maintenance, and further development

The CEF eDelivery building block is used in multiple production environments, for exampde in th
edustice and EUCEG domain. The OASIS AS4 Profile standard which is the basiddssdte
Exchangéebuilding block is also used within the energy sector and for the communication with the
Australian Tax Office but they use their own profiles of thelOAS4 Profile. PEPPOL already uses the
Dynamic Service LocatiandCapability Lookupuilding blocks in production and is now in the process
of full implementation of CEF eDelivery as it is migrating the messaging protocol to AS4.

As owner CEF is respdis for the maintenance and further development of the generic eDelivery
building block, including the profiles of the used OASIS specifications.

Gap analysis
In TOORP it is assumed that the data consumer does not know beforehand which data provider can

provide certain information. This means that a problem that needs to be solved in TOOP is how the
data consumer can determine the data provider it should contact to get the requested information.

When using th€apability Lookupuilding block, data provets will already publish information about

the requests they can receive and process in the SMP. By querying the information stored in the SMPs,
data consumers could find the data providers they should contact for a specific kind of data. Querying

the dataavailable in the SMPs however is neither part of the OASIS SMP specification@ayp&idity
Lookupbuilding block.

As the need to query the data available in the SMP was already recognized in the PEPPOL community
they have developed a0l f f SR a RANBOG2NR ¢ GKIFIG R2S&a Fff2g F2
SMPs. This could also be a solution for the TOOP problem of finding the right data provider.

6.2elD

Overview and references

The CEF elD Building BI8¢KEF Digital 2018i)aset of services providing effective and secciess

border authentication through the mutual recognition of national elD schem&nables the mutual
recognition of national elDs between participating Member States, in line with the eIDAS (electronic
Identification and Signature) legal framework (see elDAS Regu(&idn910/201%) and with the
privacy requirements of all the participating countries.

This allows citizens of one Member State to access online services provided by organisations from
other participating EU Member States, using their own national elD.

41 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/elD
42 hitp://eur -lex.europa.eu/legatontent/EN/TXT/?uri=uriserv:0J.L .2014.257.01.0073.01.ENG
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elD BB is composed of a set of protocols, formats and data definitions to implement théordss
infrastructure of an authentication architecture that minimizes data disclosure and permits
interoperability based on national standards. In particular, this allows a legitimate user to securely
access services in a foreign European country through one or more identity attributes.

Rationale for inclusion in the TOOP architecture

To adhere to tk Once Only Principlgublic administrationsieed to share data ofitizens and
businesss, at the same timeespecting the data protection rules. This requires seauossborder
authenticationinto the OOP systemmvolved, in order to exchange inforiti@n between public
administrations. For this reason, the elD BB will be needed in future OOP applications.

Application
TheCEFRIDBUIlding Blocks a set of services provided by the European Commission. These services

include technical specificationspfsvare (eIDAS Node integration package), testing, training, and
other service¥.

The elDASIode software is a sample implementation of tla¢est set of eI DASompliant technical
specification¥., It contains the necessary modules to help Member Statemtomunicate with other
elIDAScompliant counterparts in a centralised or distributed fashion. The sample implementation
compriseseIDASNode an implementation of the elD elDAS Profile able to communicate with other
nodes of the elDAS Netwarktesting tools as well asadditional tools for setting up a
demoenvironment for testing purpose3he sample software is mainly intended §takeholderghat

are responsible for setting up and managing the eHNa8e in their respective Member States.

Usage, maintenace, and further development

The technical management of the eBuilding BlockDSI is done by the Directorat®eneral for
Informatics DIGI) of the European Commission. Director&eneralfor Communications Networks,
Content and Technologp GCNEC)Tof the European Commission is responsible for implementation
of the EU policy directly relatetd elD*.

The technical specifications for the elDAS interoperability framework have been developed by the
European Commission with the help of member states collaborating in a technicabsuhittee of
the eIDAS Expert Group.

Gap analysis
The main challeges of using the elD Building Blick OORre its integration with the other Building
Blocks (e.g., eDelivenyjs integration in existing ervices, OOP systems, and online platforms in

various public or private sectors, as welld@sign ofenablingattributes, mandates and authorities to
be associated with electronic identities for crdssrder use through the eIDAS node.

6.3.eSignature
Overview and references

Through the CEF eSignature building o@REF Digital 2018the European Commission supports
the use of electronic signatures across European countfigs.BBfacilitates the mutual recognition

and crosshorder interoperability of eSignatures between the Member States, allowing the public
administrations andbusiness to trust and use eSignatures that are valid and structured in EU

43 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/All+elD+services

44 https://ec.europa.eu/cefdigital/wiki/display/ CEFDIGITAL/eIDAS+Node+integration+package
45 https://ec.europa.eu/info/departments/communicationaetworkscontentandtechnology en
46 https://ec.europa.eu/cefdigital/wiki/diplay/ CEFDIGITAL/eSignature
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