
   

www.toop.eu 

 

 

The Once-Only Principle Project 
 

Generic Federated OOP 
Architecture  

(2nd version) 
 

Eric Grandry, Paul Brandt, Jerry Dimitriou, Sander Fieten, Carmen 
wƻǘǳƴŀΣ Wŀŀƪ ¢ŜǇŀƴŘƛΣ 9ǊƳƻ ¢ŅƪǎΣ WŀŎƪ ±ŜǊƘƻƻǎŜƭΣ 5ƛƳƛǘǊƛƻǎ ½ŜƎƛƴƛǎ 

 

providi ng
data
once-only eu



   

 

This project has received funding from the EǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл ǊŜǎŜŀǊŎƘ ŀƴŘ ƛƴƴƻǾŀǘƛƻƴ ǇǊƻƎǊŀƳƳŜ ǳƴŘŜǊ ƎǊŀƴǘ ŀƎǊŜŜƳŜƴǘ bƻ тотпсл 

Generic federated OOP architecture (2nd version) 2 

 

Submitted to the EC on 28/02/2018 

Horizon 2020  
The EU Framework Programme for Research and Innovation  

 

 

PROJECT ACRONYM: TOOP 

PROJECT FULL TITLE: ¢ƘŜ άhƴŎŜ-hƴƭȅέ tǊƛƴŎƛǇƭŜ tǊƻƧŜŎǘ  

H2020 CallΥ Iнлнлπ{/сπ/hπ/w9!¢Lhbπнлмсπн 

H2020 Topic: /hπ/w9!¢Lhbπлрπнлмс π /ƻπŎǊŜŀǘƛƻƴ ōŜǘǿŜŜƴ ǇǳōƭƛŎ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴǎΥ  

ƻƴŎŜπƻƴƭȅ ǇǊƛƴŎƛǇƭŜ 

Dw!b¢ !Dw99a9b¢ ƴϲΥ 737460 

Generic Federated OOP Architecture (2nd version) 
Deliverable Id: D2.2 

Deliverable Name: Generic federated OOP architecture (2nd version) 

Version: V1.0 

Status: Final 

Dissemination Level: Public 

Due date of deliverable: M12 (December 2017) 

Actual submission date: 28/02/2018 

Work Package: WP2 

Organisation name of lead partner for this 
deliverable: 

Tallinn University of Technology 

Author(s): 

Eric Grandry 
Paul Brandt 
Jerry Dimitriou 
Sander Fieten 
Carmen Rotuna 
Jaak Tepandi 
9ǊƳƻ ¢Ņƪǎ 
Jack Verhoosel 
Dimitrios Zeginis 

 

Partners contributing: All beneficiaries 

  
  

providi ng
data
once-only eu



   

 

This project has received funding frƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл ǊŜǎŜŀǊŎƘ ŀƴŘ ƛƴƴƻǾŀǘƛƻƴ ǇǊƻƎǊŀƳƳŜ ǳƴŘŜǊ ƎǊŀƴǘ ŀƎǊŜŜƳŜƴǘ bƻ тотпсл 

Generic federated OOP architecture (2nd version) 3 

 

providi ng
data
once-only eu

Abstract: 

This document presents the second official version of the generic federated OOP architecture. It develops 
ŦǳǊǘƘŜǊ ŀƴŘ ŜȄǘŜƴŘǎ ǘƘŜ ŘŜƭƛǾŜǊŀōƭŜ ά5нΦмΦ DŜƴŜǊƛŎ ŦŜŘŜǊŀǘŜŘ hht ŀǊŎƘƛǘŜŎǘǳǊŜ όмǎǘ ǾŜǊǎƛƻƴύέ ό5нΦмύΦ ¢ƘŜ 
architecture supports interconnection and interoperability of national registries at the EU level, is in line with 
existing EU frameworks (EIRA, EIF), takes into account the forthcoming regulation about the Single Digital 
Gateway (SDGR), and uses results of the e-SENS European Interoperability Reference Architecture. It provides 
support for future developers of OOP projects and is based on the Connecting Europe Facility (CEF) Digital 
Service Infrastructures (DSIs), the Building Blocks consolidated by the e-SENS project, and in justified cases, on 
the new building blocks.  

Compared to the first version D2.1, this deliverable develops the architecture further, aligns it with the 
provisions of the forthcoming regulation about the Single Digital Gateway, and focusses on the motivation, 
domain, and business views of the architecture. Summaries of the main characteristics of the applicable 
Building Blocks provided in D2.1 establish a starting point for the technology architecture. Detailed description 
ƻŦ ŎƘŀƴƎŜǎ ƛǎ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ ǎŜŎǘƛƻƴ ά/ƘŀƴƎŜǎ ōŜǘǿŜŜƴ 5нΦм ŀƴŘ 5нΦнέΦ 

The architecture description in the current deliverable is organized along the business view, concerned with 
the business operations of the TOOP system. As the project is itself defining the Cross-Border Once Only and 
is required to support the development of the SDG Regulation, two preliminary views are added:  the domain 
view, concerned with the definition of the Once Only domain (the problem domain), and the requirements 
view, concerned with the objectives, needs, legal obligations and principles driving the architecture. The 
architecture is oriented towards reusing existing frameworks and building blocks provided by CEF, e-SENS, and 
other initiatives.  

The key concepts underlying the architecture, including the main principles of the Generic Once-Only Principle 
Reference Architecture (GOOPRA) are analysed in Ch 2. Chapter 3 presents the domain view, concerned with 
the definition of the Once-Only domain in which the TOOP project is situated. Requirements to the 
architecture, including the requirements stemming from the Single Digital Gateway Regulation, are proposed 
in Ch 4. The business view is designed in Ch 5, focussing on the description of the business operationalization 
of the Once Only Principles by the business actors. Summaries of the main characteristics of applicable Building 
Blocks provided in Ch 6, including rationale for their inclusion in the architecture, usage, maintenance, gap 
analysis, and need for further development, form a basis for the Technology Architecture to be developed 
further deliverable D2.3. 

This deliverable is a work in progress. The next steps are to develop the architecture in more detail, to provide 
the information system architecture, to complement the technology architecture with how the BB are actually 
used to support the IS architecture and potential new BBs or extensions, as well as to continue the exploratory 
and agile approach, together with cooperation with the TOOP pilots and other TOOP tasks. The forthcoming 
official deliverables are D2.3 (M21, September 2018), and D2.4 (M30, June 2019). 

 

 

 

 

 

 

 

This deliverable contains original unpublished work or work to which the authors hold all rights except where 
clearly indicated otherwise. Acknowledgement of previously published material and of the work of others has 
been made through appropriate citation, quotation or both. 

All web-links referred to in this deliverable are valid on the submission date of the deliverable. 

This is a preliminary version of the deliverable, pending review and approval by the European Commission.  

http://wiki.ds.unipi.gr/display/TOOP/Domain+View
http://wiki.ds.unipi.gr/display/TOOP/Domain+View


   

 

This project has received funding frƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл ǊŜǎŜŀǊŎƘ ŀƴŘ ƛƴƴƻǾŀǘƛƻƴ ǇǊƻƎǊŀƳƳŜ ǳƴŘŜǊ ƎǊŀƴǘ ŀƎǊŜŜƳŜƴǘ bƻ тотпсл 

Generic federated OOP architecture (2nd version) 4 

 

providi ng
data
once-only eu

Changes between D2.1 and D2.2 
Modification Details 

Reworking and restructuring 
the methodology, 
architecture, and deliverable 

Reworking the methodology, introducing provisions related to the 
SDGR, redesigning the architecture, restructuring and reworking all 
chapters of the deliverable, transforming the D2.1 Building Block 
chapters into summaries in D2.2 

Improvements for readability Added abbreviations, Glossary, summarizing sections and adding 
'connecting' texts, made changes throughout the whole text of the 
deliverable 

Update of work methodology Modified Chapter 1.3. Methodology of Work with respect to 
reviewer comments, updates to the methodology used, and 
readability 

Changes to Chapter 2 of D2.1 
(Key Concepts and Principles) 

Added subchapters on Purpose, Scope, and Status of the OOP 
Architecture, as well as on Generic Once-Only Principle Reference 
Architecture (GOOPRA)  

Changes to Chapter 3 of D2.1 
(Requirements) 

Reworking and restructuring the requirements section as requested 
by the reviewers. Added requirements stemming from SDGR 

Changes to Ch 4 of D2.1 
(existing Building Blocks) 

Chapter 4 of D2.2 comprises the domain architecture. Analyses of 
Building Blocks in Ch 4 and 5 of D2.1 have been transferred into 
summaries of the main characteristics of applicable Building Blocks 
in Ch 6 of D2.2, including rationale for BB inclusion in the 
architecture, usage, maintenance, gap analysis, and need for further 
development 

Changes to Ch 5 of D2.1 
(Views, Building Blocks) 

Chapter 5 of D2.2 describes business architecture of GOOPRA. 
Analyses of Building Blocks in Ch 4 and 5 of D2.1 have been 
transferred into summaries of the main characteristics of applicable 
Building Blocks in Ch 6 of D2.2, including rationale for BB inclusion 
in the architecture, usage, maintenance, gap analysis, and need for 
further development. Added a subchapter with conclusion and 
summary table of the BBs selected for GOOPRA 
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Glossary 

Term Explanation 

Application 
Architecture 

A description of the structure and interaction of the applications as groups of 
capabilities that provide key business functions and manage the data assets 
(source: The Open Group 2011) 

Architecture 
Fundamental concepts or properties of a system in its environment embodied 
in its elements, relationships, and in the principles of its design and evolution 
(source: ISO/IEC 42010:2011) 

Architecture 
description 

Work product used to express an architecture (source: ISO/IEC 42010:2011) 

Architecture 
framework 

Conventions, principles and practices for the description of architectures 
established within a specific domain of application and/or community of 
stakeholders (source: ISO/IEC 42010:2011) 

Architecture 
view 

Work product expressing the architecture of a system from the perspective of 
specific system concerns (source: ISO/IEC 42010:2011) 

Architecture 
viewpoint 

Work product establishing the conventions for the construction, interpretation 
and use of architecture views to frame specific system concerns (source: 
ISO/IEC 42010:2011) 

Business 
Architecture 

A description of the structure and interaction between the business strategy, 
organization, functions, business processes, and information needs (source: The 
Open Group 2011) 

Information 
System 
Architecture 

A description of the realization of the Business Architecture with IT 
components, and more specifically the existing building blocks, as well as a 
description of the principles guiding the design of the IS architecture 

OOP 
architecture 

A complex comprising the Generic Once Only Principle Reference Architecture 
and associated components, resulting from the TOOP project 

OOP system System based on the Once-Only Principle as applied in the TOOP project 

Scenario 
One typical way in which a system is used or in which a user carries out some 
activity.  

Technology 
Architecture 

The Technology Architecture describes the logical software and hardware 
capabilities that are required to support the deployment of business, data, and 
application services. This includes IT infrastructure, middleware, networks, 
communications, processing, standards, etc. (source: The Open Group 2011) 

TOOP T2.1 

TOOP Task 2.1, Federated Technical Architecture. This task focuses on three 
main activities: 1. defining a generic federated OOP architecture, 2. proposing a 
framework for development of specific architectures and applications for OOP, 
and 3. profiling of the common building blocks on specification level 

Use case 
A specification of one type of interaction with a system. One use case may 
involve several scenarios (usually a main success scenario and alternative 
scenarios) 

User story Informal description of one or more system features from the user perspective 
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Executive Summary 

The eGovernment Action Plan 2016-2020 presents the Once Only Principle (OOP) - the public 
administrations should ensure that citizens and business supply the same information only once 
to a public administration. The Once-Only Principle Project (TOOP) is about exploring, demonstrating, 
and enabling the once-only principle in the European Union. The achievement of this objective is 
supported by implementing three once-only pilot projects (TOOP pilots), by developing a generic 
federated OOP architecture, and by exploring other aspects of OOP and its supporting infrastructure 
such as legal landscape, OOP drivers and barriers, and sustainability.  

TOOP focus area within OOP is on information related to business activities and on cross-border 
sharing of this information. The Generic Once-Only Principle Reference Architecture (GOOPRA) 
developed within TOOP relates primarily to applications in the TOOP focus area, although its wider 
usage is not excluded. It builds on analysis of the TOOP requirements, on the experience of previous 
Large Scale Pilot (LSP) projects, and on the know-how gained with implementation of the TOOP pilots. 
As the TOOP project is required to support implementation of the Single Digital Gateway Regulation 
(SGDR), the architecture has been aligned with SDGR provisions. 

The objective of this document is to present the second version of the OOP architecture, which 
develops further and extends the deliverable D2.1 άDŜƴŜǊƛŎ ŦŜŘŜǊŀǘŜŘ hht ŀǊŎƘƛǘŜŎǘǳǊŜ όмǎǘ ǾŜǊǎƛƻƴύέ. 
The architecture is aimed at formalizing the description of the designed system that supports 
interconnection and interoperability of national registries at the EU level. It has been developed using 
an exploratory and agile approach, in cooperation with the TOOP pilots and other TOOP Work Packages 
(WPs) and tasks.  

Compared to the first version of the deliverable, D2.1, this updated deliverable develops the 
architecture further, aligns it with the provisions of the proposed Single Digital Gateway Regulation, 
and focusses on the motivation, domain, and business views of the architecture. Summaries of main 
characteristics of the applicable Building Blocks provided in D2.1 form a basis for the Technology 
Architecture to be developed further deliverable D2.3. Detailed description of changes is provided in 
ǘƘŜ ǎŜŎǘƛƻƴ ά/ƘŀƴƎŜǎ ōŜǘǿŜŜƴ 5нΦм ŀƴŘ 5нΦнέΦ 

The main political and legislative principles underlying the TOOP generic federated OOP architecture 
are stated in Annex 2 to the European Interoperability Framework Implementation Strategy (European 
Commission 2017). One of the main technical principles for development of the OOP architecture is 
the reuse of existing frameworks and building blocks provided by CEF, e-SENS, and other initiatives. 
The TOOP generic federated OOP architecture relies on such frameworks as the European 
Interoperability Reference Architecture (EIRA) (Chou et al. 2015), the CEF Building Blocks, and the e-
SENS deliverable D6.6 άe-SENS European Interoperability Reference ArchitectureέΣ ŀƳƻƴƎ ƻǘƘŜǊǎΦ  

Following the above principles, the overall logic of the deliverable is as follows.  

¶ The deliverable scope, methodology, relations to TOOP internal and external environments, 
quality and risk management, and other issues are presented in Chapter 1; 

¶ The key concepts underlying the architecture, including the motivation for the Generic Once-
Only Principle Reference Architecture (GOOPRA) are analysed in Chapter 2; 

¶ Chapter 3 presents the domain view, concerned with the definition of the cross-border Once-
Only domain in which the TOOP project is situated; 

¶ The requirements guiding the architecture design, including the requirements stemming from 
the Single Digital Gateway Regulation, are proposed in Chapter 4; 
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¶ The Business Architecture is designed in Chapter 5, focussing on the description of the business 
operationalization of the once-only principle by the business actors in terms of required 
business capabilities; 

¶ Summaries of the main characteristics of applicable Building Blocks, including rationale for 
their inclusion in the architecture, usage, maintenance, gap analysis, and need for further 
development, are provided in Chapter 6 and form a starting point for the Technology 
Architecture. 

The main conclusions of this document are that it is possible to build the generic federated OOP 
architecture in line with existing EU frameworks such as the European Interoperability Reference 
Architecture (EIRA), the European Interoperability Framework (EIF) (Publications Office of the 
European Union 2017), and the SDGR; that this architecture will be based on the Connecting Europe 
Facility (CEF) Digital Service Infrastructures (DSIs), on the building blocks consolidated by the e-SENS 
project, and in justified cases, on new building blocks; and that it will provide support for future 
developers of OOP projects. Still continuous effort is needed for the regular updating and maintenance 
of the most mature building blocks, as well as for advancement of the building blocks which are still in 
the development stage. 

This deliverable is a work in progress. The next steps are to develop the architecture in more detail, to 
add the Information System Architecture dealing with the structure and interaction of the applications 
that provide key business functions and manage the data assets, to complement the Technology 
Architecture with potential new Building Blocks and extensions and with the design of the usage of the 
Building Blocks to support the IS architecture, as well as to continue the exploratory and agile 
approach, together with cooperation with the TOOP pilots and other TOOP tasks. The forthcoming 
official deliverables are D2.3 (M21, September 2018), and D2.4 (M30, June 2019). 
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1. Introduction 

1.1. Scope and Objective of Deliverable 
The eGovernment Action Plan 2016-2020 presents the Once Only Principle (OOP), stating that the 
public administrations should ensure that citizens and business supply the same information only once 
to a public administration. The Once-Only Principle Project (TOOP) is about exploring, demonstrating, 
and enabling the once-ƻƴƭȅ ǇǊƛƴŎƛǇƭŜ ƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΦ ¢Ƙƛǎ ƛǎ ŘƻƴŜ ōȅ ƛƳǇƭŜƳŜƴǘƛƴƎ ǘƘǊŜŜ ΨƻƴŎŜ-
ƻƴƭȅΩ Ǉƛƭƻǘ ǇǊƻƧŜŎǘǎ ό¢hht ǇƛƭƻǘǎύΣ ōȅ ŘŜǾŜƭƻǇƛƴƎ ŀ ƎŜƴŜǊƛŎ ŦŜŘŜǊŀǘŜŘ hht ŀǊŎƘƛǘŜŎǘǳǊŜΣ ŀƴŘ ōȅ ŜȄǇƭƻǊƛƴƎ 
other aspects of OOP and its supporting infrastructure such as OOP drivers and barriers.  

TOOP focus area within OOP is on information related to business activities and on cross-border 
sharing of this information (Krimmer et al. 2017). The Generic Once-Only Principle Reference 
Architecture (GOOPRA) developed within TOOP relates primarily to applications in the TOOP focus 
area, although its wider usage is not excluded. It builds on analysis of the TOOP requirements, on the 
experience of previous Large-Scale Pilot (LSP) projects, and on the know-how gained with 
implementation of the TOOP pilots. Due to the shift in the TOOP project focus requiring it to support 
implementation of the Single Digital Gateway Regulation - SGDR (European Union 2017), the current 
version of the OOP architecture has been aligned with SDGR provisions. 

The objective of this document is to present the second version of the OOP architecture, which 
develops further and extends the deliverable D2.1 άDŜƴŜǊƛŎ ŦŜŘŜǊŀǘŜŘ hht ŀǊŎƘƛǘŜŎǘǳǊŜ όмǎǘ ǾŜǊǎƛƻƴύέ. 
The architecture is aimed at supporting more efficient development of applications that support 
interconnection and interoperability of national registries at the EU level. It has been developed using 
an exploratory and agile approach and cooperating with the TOOP pilots and other TOOP Work 
Packages (WPs) and tasks.  

Compared to the first version D2.1, this deliverable develops the architecture further, aligns it with the 
provisions of the proposed Single Digital Gateway Regulation, and focusses on the motivation, domain, 
and business views of the architecture. Main characteristics of the applicable Building Blocks provided 
in D2.1 are presented in a summary form. Detailed description of changes is provided in the section 
ά/ƘŀƴƎŜǎ ōŜǘǿŜŜƴ 5нΦм ŀƴŘ 5нΦнέΦ 

Assignments of the TOOP project T2.1 team have been significantly changed during the first year of 
the project. As agreed during the TOOP WP2 / WP3 meeting on 2-4 Oct 2017 in Rome, the TOOP T2.1 
members are simultaneously contributing to several parallel processes: developing further the 
architecture; delivering T2.1 deliverables in specified deadlines; providing content to populate TOOP 
wiki; providing specifications for BB and responding to questions from the pilots in the WP3/WP2 Joint 
Technical Group (JTG) , the Common Components Task Force (CCTF), and the Joint Technical Taskforces 
(JTF). Due to this shift in work orientation, a finalized version of the architecture is expected in the 
forthcoming versions of the deliverable - D2.3 (M21, September 2018), and D2.4 (M30, June 2019). 

1.2. WP2 General Objectives and Vision 
The general objectives of TOOP WP2 (Technical Architecture, Legal and Governance Aspects) are to 
develop a generic, federated OOP architecture, to identify general legal barriers and drivers regarding 
privacy, confidentiality and consent needed for the implementation of OOP, to assess the possible 
impacts of the implementation of OOP in the pilots in WP3, as well as to define a sustainability plan 
for the maintenance of the architectures, building blocks and drivers/barriers after the end of the 
project.  
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The results of WP2 represent the main technological innovation of TOOP - the generic federated OOP 
architecture that supports the interconnection and interoperability of national registries at the EU level 
- together with other investigations needed to generalize, extend, and sustain the TOOP results. 

1.3. Methodology of Work 

1.3.1. Aspects of the Work Methodology  
The methodology of work follows from TOOP aims and activities. This project implements three TOOP 
pilots, develops a generic federated OOP architecture, supports implementation of the Single Digital 
Gateway Regulation, and explores other aspects of OOP and its supporting infrastructure such as OOP 
drivers and barriers.  

The architecture described in this deliverable is qualified as a 

- Generic Architecture, and a 
- Reference Architecture.  

The architecture is generic and is designed by abstracting domain specificities and identifying the 
genericities associated with the problem domain (the once only principle). It is part of an architecture 
continuum, as defined in ¢ƘŜ hǇŜƴ DǊƻǳǇΩǎ !ǊŎƘƛǘŜŎǘǳǊŜ CǊŀƳŜǿƻǊƪ όTOGAF)1 (The Open Group 2011), 
which allows to move from a generic architecture to a domain-specific and a pilot-specific architecture.  

The architecture is a Reference Architecture as opposed to a solution architecture: Reference 
!ǊŎƘƛǘŜŎǘǳǊŜǎ άŎŀǇǘǳǊŜ ǘƘŜ ŜǎǎŜƴŎŜ ƻŦ ŜȄƛǎǘƛƴƎ ŀǊŎƘƛǘŜŎǘǳǊŜǎΣ ŀƴŘ ǘƘŜ Ǿƛǎƛƻƴ ƻŦ ŦǳǘǳǊŜ ƴŜŜŘǎ ŀƴŘ 
ŜǾƻƭǳǘƛƻƴ ǘƻ ǇǊƻǾƛŘŜ ƎǳƛŘŀƴŎŜ ǘƻ ŀǎǎƛǎǘ ƛƴ ŘŜǾŜƭƻǇƛƴƎ ƴŜǿ ǎƻƭǳǘƛƻƴ ŀǊŎƘƛǘŜŎǘǳǊŜǎέ (Cloutier et al. 2010). 
Reference architectures are standardized architectures that provide a frame of reference for a 
particular domain, sector or field of interest (Proper and Lankhorst 2014). Reference models or 
architectures provide a common vocabulary, reusable designs and industry best practices. They are 
not solution architectures, i.e. they are not implemented directly. Rather, they are used as a constraint 
for more concrete architectures. Typically, a reference architecture includes common architecture 
principles, patterns, building blocks and standards. 

The Generic OOP Reference Architecture (GOOPRA) is developed in cooperation with the TOOP pilots 
and other TOOP Work Packages. The main pilot design activities are done in TOOP WP3, and more 
specifically in the Common Components Task Force (CCTF), which is responsible for designing the 
common components to be used in the pilots. The GOOPRA builds on the know-how gained with 
designing the TOOP pilots and experience of previous Large Scale Pilots (LSP), especially the reusable 
building blocks constituting the Digital Service Infrastructure (DSI). The GOOPRA also contributes to 
the TOOP pilot design and to the development of the DSI.  

After SDGR was introduced in April 2017, the TOOP project was given the task to provide input to the 
SDGR Implementing Act. This meant that the architecture had to take into account new requirements 
emerging from SDGR. 

The GOOPRA is therefore developed by combining top-down and bottom-up approaches:  

¶ The legal environment, specifically the draft SDG Regulation, as well as the user requirements 
from the pilots, guide the design of the architecture;  

¶ ¢ƘŜ ŎƻƳƳƻƴ ǇƛƭƻǘΩǎ ǎƻƭǳǘƛƻƴ ŀǊŎƘƛǘŜŎǘǳǊŜ ŀƴŘ ǘƘŜ DSI are designed artefacts that are injected 
within the architecture.  

                                                           
1 http://www.opengroup.org/public/arch/p3/ec/ec_ac.htm  

http://www.opengroup.org/public/arch/p3/ec/ec_ac.htm


   

 

This project has received funding frƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл ǊŜǎŜŀǊŎƘ ŀƴŘ ƛƴƴƻǾŀǘƛƻƴ ǇǊƻƎǊŀƳƳŜ ǳƴŘŜǊ ƎǊŀƴǘ ŀƎǊŜŜƳŜƴǘ bƻ тотпсл 

Generic federated OOP architecture (2nd version) 16 

 

providi ng
data
once-only eu

The Figure 1 graphically represents this combined approach, including the expected outcomes of the 
GOOPRA: on one hand it should be a blueprint for the SDG implementing acts, and on the other hand 
it should contribute to both the pilot architecture and the DSI.  

 

Figure 1: Context of TOOP Architecture Design 

1.3.2. Architecture Description Framework 
An architecture description is an artefact describing the architecture for some system of interest. In 
ISO/IEC/IEEE 42010, system refers to man-made and natural systems, including software products and 
services and software-intensive systems.  

Frameworks conforming to the standard often include processes, methods, tools and other practices 
beyond those specified above. The two most well-known examples of architecture frameworks are 
ThD!C ŀƴŘ ½ŀŎƘƳŀƴΩǎ information systems architecture framework2 (Zachman 2008). 

For the development process of the generic, federated 
OOP Architecture, we will use the steps of the Architecture 
Development Method (ADM) of TOGAF9.13. This 
methodology follows a cyclic approach towards the 
development of an architecture, its implementation and 
maintenance (see the figure at the right-hand side). In 
TOOP, we focus on phases B to D for the development of 
the generic, federated OOP architecture, phase E for 
proposal of possible implementation solutions and phase 
H for the maintenance of the architecture throughout the 
project.  

An architecture description language (ADL) may specify 
one or more architecture viewpoints, but need not have 
any. The most well-known examples of architecture 
description languages are: ArchiMate, Business Process 
Model and Notation (BPMN), SysML and UML. The 
concerns framed by an ADL are not necessarily aligned 
with those addressed by an architecture framework. The 
suitability of the ADL for use with an architecture framework will depend on how well it is able to frame 
the concerns that the framework and its viewpoints. For this reason and because of our choice for the 

                                                           
2 https://en.wikipedia.org/wiki/Zachman_Framework  
3 http://pubs.opengroup.org/architecture/togaf9-doc/arch/ 

 

https://en.wikipedia.org/wiki/Zachman_Framework


   

 

This project has received funding frƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл ǊŜǎŜŀǊŎƘ ŀƴŘ ƛƴƴƻǾŀǘƛƻƴ ǇǊƻƎǊŀƳƳŜ ǳƴŘŜǊ ƎǊŀƴǘ ŀƎǊŜŜƳŜƴǘ bƻ тотпсл 

Generic federated OOP architecture (2nd version) 17 

 

providi ng
data
once-only eu

TOGAF architecture framework, we will make use of the Archimate3.04 specification as architecture 
description language. 

The GOOPRA description is organized along the following architecture views, adopted from TOGAF 
framework: the business view (Business Architecture), concerned with the business operations of the 
TOOP system, the IS view (IS Architecture), concerned with the realization of the business operations 
with information systems, and the technology view (Technology Architecture), concerned with the 
reuse of the DSI to support the IS architecture. However, as the project is itself defining the Cross-
Border Once Only and is required to support the development of the SDG Regulation, two preliminary 
views are added: the domain view (Reference Model), concerned with the definition of the Once Only 
domain; the motivation view, concerned with the objectives, needs, legal obligations and principles 
driving the architecture of the system.  

The description framework is illustrated in Figure 2. The environment and the context of the Once-
Only domain, affects the architecture by providing relevant knowledge and information that guides 
the design of the architecture. The political and legal environment, the pilot (and other relevant) 
requirements, as well as the architecture patterns and other elements of the architecture and design 
body of knowledge are the main external elements considered.  

 

 

Figure 2: Generic Reference Architecture Description Framework 

 

Besides the 3 architecture views, the reference architecture also contains the Architecturally 
Significant Requirements (ASR) and the Architecture Decision Records (ADR). The ASRs abstract the 
various driving forces into requirements that are relevant in the design of the architecture. The ADRs 
log the various design decisions that are taken during the architecture design process.  

Figure 3 shows the principal activities within the TOOP architecture development process together 
with their outputs and associated deliverable components.  

 

                                                           
4 http://pubs.opengroup.org/architecture/archimate3-doc/  

http://wiki.ds.unipi.gr/display/TOOP/IS+Architecture
http://wiki.ds.unipi.gr/display/TOOP/Domain+View
http://wiki.ds.unipi.gr/display/TOOP/Motivation+View
http://pubs.opengroup.org/architecture/archimate3-doc/
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Figure 3: Activities within the TOOP architecture development process 

 

The architecture deliverable development follows an incremental approach, involving four official 
versions (D1.1, D2.2, D2.3, D2.4) and two interim versions. The current document is the second official 
version and will be developed further in the subsequent editions. In each consecutive version of the 
architecture deliverable, some components from the previous versions may be added, some 
components may be developed further or modified, some components may be left unchanged. 

1.4. Relations to Internal TOOP Environment 
The current deliverable presents the OOP architecture and demonstrates its standpoints. It also 
evaluates and extends the pilot outcomes, exchanges best practice results with other WP2 tasks, and 
provides architecture-related support to WP3 within the scope of task T2.1. Specific instantiations of 
the architecture will be implemented in development of the TOOP pilot projects in WP3. The 
architecture is partially based on the interaction between WP2 and WP3, on the questionnaire and 
information provided with respect to other tasks in WP2, and other sources. Maintaining and further 
development of the architecture will be planned by the Sustainability and Governance task of WP2.  

Inputs to this deliverable were received from the EU official sources, from CEF Building Blocks, from 
eSENS deliverables and wikis, from TOOP WP3, from desk research, from architecture guidelines, 
frameworks, and standards, as well as from other sources.  

The output of this deliverable is the OOP architecture, which develops further and extends the 
ŘŜƭƛǾŜǊŀōƭŜ ά5нΦмΦ DŜƴŜǊƛŎ ŦŜŘŜǊŀǘŜŘ hht ŀǊŎƘƛǘŜŎǘǳǊŜ όмǎǘ ǾŜǊǎƛƻƴύέ. This architecture is aimed at 
designers and developers of pilot applications in WP3, as well as on stakeholders who will develop 
applications that support interconnection and interoperability of national registries at the EU level and 
provide implementation of the Single Digital Gateway Regulation.  
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1.5. Relations to External TOOP Environment 
This deliverable reports the results produced by TOOP WP2. These results represent the main 
technological innovation of TOOP - the generic federated OOP architecture. The architecture supports 
the interconnection and interoperability of national registries at the EU level, is in line with existing EU 
frameworks (EIRA, EIF), and takes into account the e-SENS European Interoperability Reference 
Architecture. It provides input for SDGR implementation, is oriented towards reuse of the CEF DSIs and 
the Building Blocks consolidated by the e-SENS project, and proposes new BBs where necessary. 

1.6. Legal Issues 
Several legal issues had to be clarified when writing the deliverable. These issues were related to 
European legislation, as well as to national legislation in Member States and Associated Countries that 
are participating in the WP3 pilots. The solutions found (see TOOP Deliverable D2.5, 2017) allowed to 
conclude that it is possible to build the generic federated OOP architecture in line with existing EU 
frameworks such as the European Interoperability Framework, the European Interoperability 
Reference Architecture, the Single Digital Gateway Regulation, the CEF Building Blocks, and the e-SENS 
Building Blocks, among others. 

1.7. Structure of the Document 
The first chapter of the deliverable, introduction, states the deliverable scope, methodology, relations 
to TOOP internal and external environments, quality and risk management, and other issues.  

The key principles motivating the design of the Generic Once-Only Principle Reference Architecture 
(GOOPRA) are analysed in the second chapter. 

The third chapter presents the domain view, concerned with the definition of the Once-Only domain 
in which the TOOP project is situated. 

The requirements to the architecture - including the requirements stemming from the Single Digital 
Gateway Regulation - is proposed in the fourth chapter. 

The business view is designed in the fifth chapter, focussing on the description of the business 
operationalization of the Once Only Principles by the business actors. 

Summaries of the main characteristics of applicable Building Blocks, including rationale for their 
inclusion in the architecture, usage, maintenance, gap analysis, and need for further development, are 
provided in the sixth chapter. This chapter is therefore the first version of the technology view.  

The information system view of the generic architecture is the focal point of the next deliverable, 
including how it bridges with the business and technology architectures.  
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2. Motivations for TOOP Reference Architecture 
The TOOP project is part of the EU eGovernment Action Plan 2016-2020. The Action Plan presents the 
Once Only Principle (OOP) - the public administrations should ensure that citizens and business supply 
the same information only once to a public administration (European Commission 2016)5. TOOP focus 
area within OOP is on information related to business activities and on cross-border sharing of this 
information (Krimmer et al. 2017).  

When the TOOP project was started, the intended purpose of the OOP architecture was to aid 
development of specific information systems architectures supporting the Once-Only Principle.  

Due to the shift in the TOOP project focus requiring it to support implementation of the Single Digital 
Gateway Regulation - SGDR (European Union 2017), the current version of the Generic Once-Only 
Principle Reference Architecture (GOOPRA) has been aligned with new requirements emerging from 
the SDGR. These requirements have also motivated introduction of the European Commission as one 
of the main stakeholders in the model, in addition to public administrations, businesses, and citizens. 

The main political and legislative principles underlying the TOOP generic federated OOP architecture 
are stated in Annex 2 to the European Interoperability Framework Implementation Strategy  (European 
Commission 2017)6.  

As the TOOP project is required to support implementation of the Single Digital Gateway Regulation 
(SGDR), it has been aligned with its provisions. 

One of the main technical principles for development of OOP architecture is reuse of existing 
frameworks and building blocks provided by CEF, e-SENS, and other initiatives. The TOOP generic 
federated OOP architecture relies on such frameworks as the European Interoperability Reference 
Architecture (EIRA)7, the CEF Building Blocks8, and the e-{9b{ ŘŜƭƛǾŜǊŀōƭŜ άD6.6 e-SENS European 
Interoperability Reference Architectureέ9, among others. It takes these frameworks into account, 
adding aspects specific to OOP, developing relevant architecture views, and analysing the building 
blocks with respect to their applicability in OOP applications.  

The Generic Once-Only Principle Reference Architecture relates primarily to applications in the TOOP 
focus area, although its wider usage is not excluded. It builds on analysis of the TOOP requirements, 
on the experience of previous Large Scale Pilot (LSP) projects, and on the know-how gained with 
implementation of the TOOP pilots. The OOP architecture as such does not comprise software 
components.  

The requirements resulting from the OOP architecture must be applied by default to all OOP systems. 
Different solutions need to be justified and their rationale documented. 

The Generic Once Only Principle Reference Architecture is developed following an incremental 
approach throughout the TOOP Task T2.1 deliverables, starting from D2.1 and finalizing in D2.4.  

In the following sections, ArchiMate goal models are used to describe political motivation behind the 
TOOP project, linking it up to the highest abstract reasoning level.  The notation used in the goal models 
is described in Appendix III. 

                                                           
5 http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52016DC0179  
6 http://eur -lex.europa.eu/resource.html?uri=cellar:2c2f2554-0faf-11e7-8a35-01aa75ed71a1.0017.02/DOC_3&format=PDF 
7 https://joinup.ec.europa.eu/catalogue/distribution/eira_v1_1_0_overviewpdf  
8 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/CEF+Digital+Home  
9 https://www.esens.eu/deliverables?page=3  

 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52016DC0179
http://eur-lex.europa.eu/resource.html?uri=cellar:2c2f2554-0faf-11e7-8a35-01aa75ed71a1.0017.02/DOC_3&format=PDF
https://joinup.ec.europa.eu/catalogue/distribution/eira_v1_1_0_overviewpdf
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/CEF+Digital+Home
https://www.esens.eu/deliverables?page=3
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2.1. Single Digital Market Initiative 
The TOOP project will contribute towards increasing the efficiency of the Digital Single Market 
Initiative, which aims to open up digital opportunities for people and business and enhance Europe's 
position as a world leader in the digital economy (European Commission 2018a)10.  

Single Digital Market initiative contains several activities; Figure 4 shows selection of TOOP related EC 
policies in the highest abstraction level. 

The main identified stakeholders of the Single Digital Market initiative are:  

(i) citizens,  
(ii) businesses/ private organisations,  
(iii) public administrations as enablers of the initiatives, driven by the wish to make life and 

business easier across the Europe, 
(iv) public and private service providers: research centres, academic institutions, 

standardisation organisations and businesses supplying services to public administrations, 
but also by developing enabling technologies and standardizing initiatives. 

 

 

Figure 4: Single Digital market initiative goal model 

¶ The sub-goal άOpen up digital opportunitiesέ ƛǎ ǘƘŜ 5ƛƎƛǘŀƭ {ƛƴƎƭŜ aŀǊƪŜǘ ǎǘǊŀǘŜƎȅ ƻŦ ǘƘŜ 
European Commission to ensure access to online activities for individuals and businesses 
under conditions of fair competition, consumer and data protection, removing geo-blocking 
and copyright issues. It is meant for people and businesses and enhance Europe's position as 
a world leader in the digital economy. 11 

¶ The sub-goal ά/ǊŜŀǘŜ ƘƛƎƘŜǊ value chainέ ƛǎ ŀƛƳƛƴƎ ǘƻǿŀǊŘ ōƻƻǎǘƛƴƎ ǳǇ 9ǳǊƻǇŜŀƴ ŘƛƎƛǘŀƭ 
industry and aims at ensuring that businesses, SMEs and non-tech industries can benefit from 
digital innovations to create a higher value chain. This strategy links national & regional 
initiatives and boosts investment.12 

                                                           
10 https://ec.europa.eu/digital-single-market/en/news/once-only-principle-toop-project-launched-january-2017  
11 https://ec.europa.eu/digital-single-market/en/policies/shaping-digital-single-market  
12 https://ec.europa.eu/digital-single-market/en/policies/digitising-european-industry  

 

https://ec.europa.eu/digital-single-market/en/news/once-only-principle-toop-project-launched-january-2017
https://ec.europa.eu/digital-single-market/en/policies/shaping-digital-single-market
https://ec.europa.eu/digital-single-market/en/policies/digitising-european-industry
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¶ The sub-goal άCƻǎǘŜǊƛƴƎ ǘƘŜ ōŜǎǘ ǇƻǎǎƛōƭŜ use of the potential of digital dataέ ƛǎ Single Market 
strategy initiative aiming at fostering the best possible use of the potential of digital data to 
benefit the economy and society. It addresses the barriers that impede the free flow of data 
and other emerging challenges to achieve a European digital single market. 13 This initiative 
forms the main policy basis for TOOP project. 

¶ The sub-goal άImprove access and connectivityέ ƛǎ ŀ ǎŜǘ ƻŦ ƛƴƛǘƛŀǘƛǾŜǎ ŀƴŘ ƭŜƎƛǎƭŀǘƛǾŜ ǇǊƻǇƻǎŀƭǎ 
to place the EU at the forefront of internet connectivity.14 

¶ The sub-goal ά9ƴŀōƭŜ ŦǳǘǳǊŜ technologies, software, services and networksέ ƛǎ ǎŜǘ ƻŦ {ƛƴƎƭŜ 
Digital Market initiatives that enable future technologies, software, services and networks. 5G, 
the Internet of Things (IoT) and cloud computing are drivers for a Next Generation Internet 
delivery more to people and the economy.15 

¶ The sub-goal άImprove online security, trust and inclusionέ ǊŜŦŜǊǎ ǘƻ ƛƴƛǘƛŀǘƛǾŜǎ ŀƛƳƛƴƎ ǘƻ 
improve online security, trust and inclusion. Trust and security are at the core of the Digital 
Single Market Strategy.16 

As these initiatives do not give clear link to TOOP project and justify only partly the very existence of 
the project, several next level goal models have been developed in order to see links between higher 
level goals and TOOP level goals.  

In particular, the sub-Ǝƻŀƭ άCƻǎǘŜǊƛƴƎ ǘƘŜ ōŜǎǘ ǇƻǎǎƛōƭŜ ǳǎŜ ƻŦ ǘƘŜ ǇƻǘŜƴǘƛŀƭ ƻŦ ŘƛƎƛǘŀƭ Řŀǘŀέ ƻŦ ǘƘŜ {ƛƴƎƭŜ 
Digital market initiative goal model is in its turn supported by its sub-goal "Modernising public services 
and e-government" - a logical connection between TOOP project and Single Digital market initiative. 
These sub-goals are analysed in the next sections. 

2.2. Fostering the best possible use of the potential of digital data 
¢ƘŜ Ǝƻŀƭ άCƻǎǘŜǊƛƴƎ ǘƘŜ ōŜǎǘ ǇƻǎǎƛōƭŜ ǳǎŜ ƻŦ ǘƘŜ ǇƻǘŜƴǘƛŀƭ ƻŦ ŘƛƎƛǘŀƭ Řŀǘŀέ ƛǎ ƳƻŘŜƭƭŜŘ ŦǳǊǘƘŜǊ ǘƻ ŘŜǎŎǊƛōŜ 
related initiatives and policies. Digital data is considered to be an essential resource for economic 
growth, competitiveness, innovation, job creation and societal progress in general. The value of the 
EU data economȅ ǿŀǎ ƳƻǊŜ ǘƘŀƴ ϵнур ōƛƭƭƛƻƴ ƛƴ нлмрΣ ǊŜǇǊŜǎŜƴǘƛƴƎ ƻǾŜǊ мΦфп҈ ƻŦ ǘƘŜ 9¦ D5tΦ LŦ 
favourable policy and legislative conditions are put in place in time and investments in ICT are 
ŜƴŎƻǳǊŀƎŜŘΣ ǘƘŜ ǾŀƭǳŜ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ Řŀǘŀ ŜŎƻƴƻƳȅ Ƴŀȅ ƛƴŎǊŜŀǎŜ ǘƻ ϵтоф ōƛƭƭƛƻƴ by 2020, 
representing 4% of the overall EU GDP.  

                                                           
13 https://ec.europa.eu/digital-single-market/en/policies/building-european-data-economy  
14 https://ec.europa.eu/digital-single-market/en/policies/improving-connectivity-and-access  
15 https://ec.europa.eu/digital-single-market/en/policies/investing-network-technologies  
16 https://ec.europa.eu/digital-single-market/en/policies/strengthening-trust-and-security  

https://ec.europa.eu/digital-single-market/en/policies/building-european-data-economy
https://ec.europa.eu/digital-single-market/en/policies/improving-connectivity-and-access
https://ec.europa.eu/digital-single-market/en/policies/investing-network-technologies
https://ec.europa.eu/digital-single-market/en/policies/strengthening-trust-and-security
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Figure 5: Fostering the best possible use of the potential of digital data 

¢ƘŜ Ǝƻŀƭ άReducing barriers that impede the free flow of dataάΦ  Lƴ ƻǊŘŜǊ ǘƻ ƘŀǊƴŜǎǎ ŘƛƎƛǘŀƭ Řŀǘŀ 
embedded value,  EC looked at the rules and regulations impeding the free flow of data and present 
options to remove unjustified or disproportionate data location restrictions, and outlined legal issues 
regarding access to and transfer of data, data portability and liability of non-personal, machine-
generated digital data (European Commission 2018a).17 

¢ƘŜ Ǝƻŀƭ ά¦ƴƭƻŎƪƛƴƎ ǘƘŜ ǘǊǳŜ ǾŀƭǳŜ ƻŦ ǘƘŜ Řŀǘŀ ŜŎƻƴƻƳȅέ ƛǎ ŘƛǾƛŘŜŘ ƛƴǘƻ ƴŜȄǘ sub-goals in order to 
achieve the target: 

¶ The sub-goal άIncreasing training in digital skillsέ ƛǎ ŀƛƳƛƴƎ ǘƻǿŀǊŘ ǇǊƻƳƻǘƛƴƎ ǾŀǊƛƻǳǎ ƛƴƛǘƛŀǘƛǾŜǎ 
aimed at increasing training in digital skills for the workforce and for consumers; modernising 
education across the EU; harnessing digital technologies for learning and for the recognition 
and validation of skills; and anticipating and analysing skills needs.18 

¶ The sub-goal άDigitising European Industryέ Ŏƻƴǘŀƛƴǎ measures to Digitise European Industry 
will help companies large and small, researchers and public authorities to make the most of 
new technologies. They will link up national & regional initiatives and boost investment 
through strategic partnerships and networks.19 

¶ The sub-goal άUsing of Super Computing for solving complex computational problemsέ ŦƻŎǳǎŜǎ 
on the use of super computers and parallel processing techniques for solving complex 
computational problems. In the digital era, it is a strategic resource for Europe's future. High 
Performance Computing, enabling the processing of large amounts of data, is at the core of 
major advances and innovation in the digital age.20 

¶ The sub-goal άDeveloping artificial intelligenceέΦ ¢Ƙƛǎ ƛƴƛǘƛŀǘƛǾŜ ƛǎ ǎǘƛƭƭ ƛƴ ŦƻǊƳǳƭŀǘƛƻƴ ǇǊƻŎŜǎǎΦ !L 
has the potential to drive productivity, competitiveness and innovation and to improve human 
life significantly. AI can boost GDP growth and productivity by enabling companies to automate 
complex tasks and gain efficiency, as well as developing new business models, products and 
services.21 

                                                           
17 https://ec.europa.eu/digital-single-market/en/policies/building-european-data-economy 
18 https://ec.europa.eu/digital-single-market/en/policies/digital-skills  
19 https://ec.europa.eu/digital-single-market/en/policies/digitising-european-industry  
20 https://ec.europa.eu/digital-single-market/en/high-performance-computing  
21https://ec.europa.eu/growth/tools-databases/dem/monitor/sites/default/files/Main%20findings%20of%20the%20Policy 

%20Seminar%20FINAL2_0.pdf    

 

https://ec.europa.eu/digital-single-market/en/policies/digital-skills
https://ec.europa.eu/digital-single-market/en/policies/digitising-european-industry
https://ec.europa.eu/digital-single-market/en/high-performance-computing
https://ec.europa.eu/growth/tools-databases/dem/monitor/sites/default/files/Main%20findings%20of%20the%20Policy%20Seminar%20FINAL2_0.pdf
https://ec.europa.eu/growth/tools-databases/dem/monitor/sites/default/files/Main%20findings%20of%20the%20Policy%20Seminar%20FINAL2_0.pdf
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¶ The sub-goal άModernising public services and e-ƎƻǾŜǊƴƳŜƴǘέ Ŏŀƴ ǇǊƻǾƛŘŜ ŀ ǿƛŘŜ ǾŀǊƛŜǘȅ ƻŦ 
benefits including more efficiency and savings for governments and businesses, increased 
transparency, and greater participation of citizens in political life. The potential cost savings 
ŀǊŜ ƳŀǎǎƛǾŜΦ Lƴ 5ŜƴƳŀǊƪΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ŜƭŜŎǘǊƻƴƛŎ ƛƴǾƻƛŎƛƴƎ ǎŀǾŜǎ ǘŀȄǇŀȅŜǊǎ ϵмрл Ƴƛƭƭƛƻƴ ŀƴŘ 
ōǳǎƛƴŜǎǎŜǎ ϵрл Ƴƛƭƭƛƻƴ ŀ ȅŜŀǊΦ LŦ ƛƴǘǊƻŘǳŎŜŘ ŀŎǊƻǎǎ ǘƘŜ 9¦Σ ŀƴƴǳŀƭ ǎŀǾƛƴƎǎ ŎƻǳƭŘ ŜȄŎŜŜŘ ϵрл 
billion. In Italy alone, e-procuǊŜƳŜƴǘ ǎȅǎǘŜƳǎ Ŏǳǘ ƻǾŜǊ ϵо ōƛƭƭƛƻƴ ƛƴ ŎƻǎǘǎΦ22 

¶ The sub-goal άAccess to digital services in health and careέΦ 5ƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ǎǳŎƘ ŀǎ пDκрD 
mobile communication, artificial intelligence or supercomputing offer new opportunities to 
transform the way we receive and provide health care services. They enable new approaches 
to independent living or integrated health and social care. Health data and advanced data 
analytics can help accelerate scientific research, personalised medicine, early diagnosis of 
diseases and more effective treatments.23 

The sub-goal άaƻŘŜǊƴƛǎƛƴƎ ǇǳōƭƛŎ ǎŜǊǾƛŎŜǎ ŀƴŘ Ŝ-ƎƻǾŜǊƴƳŜƴǘέ ƛǎ ŀ ƭƻƎƛŎŀƭ ŎƻƴƴŜŎǘƛƻƴ ōŜǘǿŜŜƴ ¢hht 
project and the Single Digital market initiative, therefore this sub-domain is analysed further.  

2.3. Modernising public services and e-government 
ICTs are already widely used by government bodies, as it happens in enterprises, but eGovernment 
involves much more than just the tools. It also involves rethinking organisations and processes, and 
changing behaviour so that public services are delivered more efficiently to people. Implemented well, 
eGovernment enables citizens, enterprises and organisations to carry out their business with 
government more easily, more quickly and at lower cost. Figure 6 models the goal relations and 
dependencies within this domain. 

 

                                                           
22 https://ec.europa.eu/digital-single-market/en/public-services-egovernment  
23 https://ec.europa.eu/digital-single-market/en/policies/ehealth  

https://ec.europa.eu/digital-single-market/en/public-services-egovernment
https://ec.europa.eu/digital-single-market/en/policies/ehealth
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Figure 6: άModernising public services and e-governmentέ Ǝƻŀƭ ƳƻŘŜƭ 

¢ƘŜ Ǝƻŀƭ ά5ŜǾŜƭƻǇƳŜƴǘ ƻŦ /Ǌƻǎǎ-ōƻǊŘŜǊ 5ƛƎƛǘŀƭ tǳōƭƛŎ {ŜǊǾƛŎŜǎέ ŀƭƭƻǿ ŀŎƘƛŜǾƛƴƎ ǘƘŜ ŘƛƎƛǘŀƭ ǎƛƴƎƭŜ 
marketΥ ƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ ƛƴǘŜǊƴŀƭ ƳŀǊƪŜǘΣ ǇŜƻǇƭŜ ŀǊŜ ŀōƭŜ ǘƻ ƳƻǾŜ ŦǊŜŜƭȅ ς either for work or 
for private reasons ς so they need to be able to deal easily with public services outside their home 
country. 

¢ƘŜ Ǝƻŀƭǎ άCreation of European interoperable platformsέΣ άFostering of innovationέΣ άFunding Large 
Scale Pilotsέ ŀƴŘ άFunding eParticipation projectsέ ŀǊŜ ŀƭƭ ŀƛƳƛƴƎ ǘƘŜ ǎŀƳŜ ǘŀǊƎŜǘΦ  !ǎ ǇŀǊǘ ƻŦ ƛǘǎ 
strategy, the European Commission is taking concrete actions for the development of Cross-border 
Digital Public Services. These include, but are not limited to, the creation of European interoperable 
platforms such as a common framework for citizens' electronic identity management (eID), and the 
fostering of innovation through the Competitiveness and Innovation Programme (funding Large Scale 
Pilots and eParticipation projects) (European Commission 2018b). 24 

¢ƘŜ Ǝƻŀƭ άImplementing OOPέ ƛǎ ŘŜǊƛǾŜŘ ŦǊƻƳ {ƛƴƎƭŜ 5ƛƎƛǘŀƭ aŀǊƪŜǘ ŀŎǘƛƻƴ ǇƭŀƴΦ ¢ƘŜ 5ƛƎƛǘŀƭ {ƛƴƎƭŜ 
Market Strategy adopted a set of targeted actions. It is built on three pillars: (1) better access for 
consumers and businesses to digital goods and services across Europe; (2) creating the right conditions 

                                                           
24 https://ec.europa.eu/digital-single-market/en/public-services-egovernment  

https://ec.europa.eu/digital-single-market/node/50812
https://ec.europa.eu/digital-single-market/en/public-services-egovernment
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and a level playing field for digital networks and innovative services to flourish; (3) maximising the 
growth potential of the digital economy. 25 TOOP project follows the third pillar: Maximising the growth 
potential of the digital economy.  

¢ƘŜ Ǝƻŀƭ άImplement SCOOP4Cέ ƛǎ ŀ ǎƛǎǘŜǊ ǇǊƻƧŜŎǘ ǘƻ ¢hht ǇǊƻƧŜŎǘΦ ¢Ƙƛǎ Once-Only Principle project 
aims at eliminating the administrative burden when citizens are required to provide the same 
information again and again to public administrations.26 

¢ƘŜ Ǝƻŀƭ άImplement TOOPέ ƛǎ ŀƛƳŜŘ ǘƻ explore and demonstrate the once-only principle on a cross-
border scale with the aim to reduce the administrative burden of businesses and public 
administrations.27 

2.4. Implement TOOP 
TOOP implements multiple sustainable pilots by using a federated IT architecture on cross-border, pan-
European scale. Its aim is to connect registries and e-Government architectures in 21 countries across 
Europe. The solutions will be based on already existing systems in Member States and Associated 
Countries. Businesses will benefit from the solutions developed by TOOP as they will be able to fulfil 
legal obligations by reduced administrative burden, time- and cost-savings. At the same time, the data 
that have been provided to public administrations will always remain under full control and consent 
of the businesses involved, in line with EU data protection legislation. 

Administrations will achieve time and cost savings through administrative efficiency and will be able 
to offer improved service quality to businesses. Thus, administrations will profit from a better-
functioning digital single market with increased customer satisfaction and a better image of public 
authorities. 28 

The TOOP project supports implementation of SGDR and the European Commission has become one 
of the main stakeholders in the model, in addition to public administrations, businesses, and citizens. 

¢ƘŜ Ǝƻŀƭ άLƳǇƭŜƳŜƴǘ ¢hhtέ ƛǎ ǎǇŜŎƛŦƛŜŘ ŦǳǊǘƘŜǊ ƻƴ Figure 7. There are several drivers for this project, 
mainly represented from better public service point of view: reduce administrative burden for 
stakeholders and increase time and cost efficiency of processes. There are also several constraints 
present to influencing the outcome of the project.  

/ƻƴǎǘǊŀƛƴǘǎ άRemain data under full control and consent of the businesses involvedέ ŀƴŘ άRemain in 
line with EU data protection legislationέ ŀǊŜ ƛƴ ǇƭŀŎŜ ƛƴ ƻǊŘŜǊ ǘƻ ƎǳŀǊŀƴǘŜŜ the data given to public 
administrations will always remain under full control and consent of the businesses involved, in line 
with EU data protection legislation.29 

 

                                                           
25 http://europa.eu/rapid/press-release_IP-15-4919_en.htm  
26 https://www.scoop4c.eu/ 
27 http://www.toop.eu/  
28 Ibid 
29 Ibid 

http://europa.eu/rapid/press-release_IP-15-4919_en.htm
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Figure 7: άLƳǇƭŜƳŜƴǘ ¢hhtέ Ǝƻŀƭ ƳƻŘŜƭ 

¢ƘŜ Ǝƻŀƭ ά/ƻƭƭŀōƻǊŀǘƛǾŜƭȅ ŘŜǎƛƎƴ ŀ ƎŜƴŜǊƛŎ ŦŜŘŜǊŀǘŜŘ ŀǊŎƘƛǘŜŎǘǳǊŜέ ƛǎ ƻƴŜ ƻŦ the main activities within 
the project in order to design collaboratively the generic federated architecture implementing OOP 
that is able to connect different registries containing base data and e-Government architectures in 
different countries employing standards, re-using and/or extending existing building blocks.30 This goal 
has two sub-goals: 

¶ The sub-goal ά!ƴŀƭȅǎŜ /9C ƎŜƴŜǊƛŎ ŦŜŘŜǊŀǘŜŘ ŀǊŎƘƛǘŜŎǘǳǊŜέ ǎŜǊǾŜǎ ǘƘŜ ǇǳǊǇƻǎŜ ǘƻ ŀƭƛƎƴ ¢hht 
specific architecture with CEF approach in order to establish direct links with existing 
architecture principles and ensure update and service of TOOP architectural elements. 31 

¶ The sub-goal ά5ŜǎƛƎƴ ŎƻƭƭŀōƻǊŀǘƛǾŜƭȅ ¢hht CŜŘŜǊŀǘŜŘ !ǊŎƘƛǘŜŎǘǳǊŜέ hƴŜ ƻŦ ǘƘŜ ƛƴƴƻǾŀǘƛǾŜ 
solutions developed within the TOOP is a generic federated architecture, developed in 
collaboration between different Member States. TOOP approach to federated architecture 
and building blocks reuses existing building blocks and components and integrates new 
ŜƭŜƳŜƴǘǎ ƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ŀƴŘ ǇŀǊǘƛŎƛǇŀǘƛƴƎ {ǘŀǘŜǎΩ ŜŎƻǎȅǎǘŜm, develops them further and 
applies them to new areas, using innovative and flexible methods and putting a strong 
emphasis on subsequent proliferation, extension and facilitation.32 

¢ƘŜ Ǝƻŀƭ ά9ȄǇƭƻǊŜ ŀƴŘ ŘŜƳƻƴǎǘǊŀǘŜ ǘƘŜ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƻŦ hhtέ ŀƛƳǎ ǘƻ Ŏƻƭƭŀōoratively design a generic 
federated architecture implementing OOP that is able to connect different registries containing base 

                                                           
30 Krimmer, R., Kalvet, T., Toots, M., Cepilovs, A. and Tambouris, E., 2017. Exploring and Demonstrating the Once-Only 

Principle: A European Perspective. In Proceedings of the 18th Annual International Conference on Digital  Government 
Research (pp. 546-551). ACM. DOI: http://dx.doi.org/10.1145/3085228.3085235 

31 Ibid 
32 Ibid 
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data and e-Government to explore and demonstrate the functionality of OOP through multiple cross-
border pilots of e-services (e-Government Services) for at least 12 months in real conditions.33 Three 
sub-goals specify implementation of next pilot projects: 

¶ The sub-goal άLƳǇƭŜƳŜƴǘ /Ǌƻǎǎ-border e-{ŜǊǾƛŎŜǎ ŦƻǊ .ǳǎƛƴŜǎǎ aƻōƛƭƛǘȅέ ǊŜŦŜǊǎ ǘƻ ǘhe first pilot 
area - Cross-border e-Services for Business Mobility. This is versatile and composed of different 
usage scenarios that are of interest to the participating states. It is based on the Exploring and 
Demonstrating the Once-Only Principle: assumption that government administrations from 
different countries expose e-services directed at Economic Operators from various countries. 
During the respective service provision, company-related information is needed. The pilot will 
show how such information can be automatically retrieved from the EconoƳƛŎ hǇŜǊŀǘƻǊǎΩ 
country of origin without the business representative having to enter it again.34 

¶ The sub-goal ά¦ǇŘŀǘƛƴƎ /ƻƴƴŜŎǘŜŘ /ƻƳǇŀƴȅ 5ŀǘŀέ refers to the second pilot area ς Updating 
Connected Company Data ς foresees a central role for the Business Registers. Now, company 
data are officially stored in the Business Register within individual Member States according 
to requirements of relevant EU regulations and directives as well as national legislation. 
However, the same (or part of the same) data are also stored for other purposes by various 
public administrations in the same and other MS.35 

¶ The sub-goal άImplement Online Ship and Crew Certificatesέ refers to the third pilot area ς 
Online Ship and Crew Certificates ς addresses the need for simplification in the area of ship 
and crew certificates, which are currently issued and maintained in paper format, while 
certificate data is stored by national Maritime Administrations. TOOP aims at connecting the 
databases of national Maritime Authorities and make the information available to all 
interested parties, as well as providing a possibility of online certificates, which will substitute 
paper-based or electronically-signed certificates that have to be carried on board. Once TOOP 
is implemented, the flag state's Maritime Authority will be able to issue the online ship or crew 
certificates, while all other interested parties, such as port authorities, police and border guard 
and the like, will be able to view and check the online certificates, thus reducing the risks and 
the amount of paperwork.36 

The goal άCarry out an evaluationέ refers to activity to carry out an evaluation, including identification 
of drivers & barriers and conducting a cost-benefit analysis of the pilots, to identify the benefits and 
impacts, both tangible and intangible, and generate insights on the European value in order to facilitate 
the wider use of OOP.37 

 

                                                           
33 Ibid 
34 Ibid 
35 Ibid 
36 Ibid 
37 Ibid 
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3. Domain Definition and Description 
The Domain Model represents the vocabulary and key concepts of the problem domain and it identifies 
the relationships among all of the entities within the scope of the domain, i.e. the Cross-Border Once 
Only Principle for Businesses.  

The roles and actors represent both the responsibilities and the physical and/or legal bodies endorsing 
these responsibilities. The Collaboration Model identifies the flow of activities and information across 
the actors/roles. The TOOP principles represent the rules governing the Once-Only Principle, and 
providing guidance for decision-making in the design of the supporting system.   

These various aspects of the TOOP problem domain are further detailed in the following subsections.  

3.1. Domain Roles 
Consider an OO-operations space as a 3-dimensional structure ἂὒέὟȟὈȟὈὅἃ with: 

¶ ὒέὟ referring to the Legislation that applies to the use of Data, i.e., the purposes for which the 
Data is to be used; 

¶ Ὀ referring to the Data about the Data Subject (DS) 

A Data Application Envelope (DAE) refers to the subspace in the operations area within which the use 
of the Data has been approved by the Data Subject (DS). An application envelope is defined by a single 
Data and at least one purpose of use as identified by the applicable legislation.  

The role model provides for separation of responsibilities into coherent and complementary roles. An 
overview of the roles, the most important classes they address, and their interrelationships are 
depicted in Figure 8.  

 

 

Figure 8: Domain Role Model 

The roles and responsibilities are specified in Table 1.  
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Table 1: Roles and responsibilities 

Role Abbr. Definition Responsibilities 

Data Subject DS The legal entity the data is about. The Data 
refers to properties, activities, status, etc. 
which inheres on the legal entity. The Data 
are therefore dependent on the existence 
of the DS: when the DS ceases to exist, the 
Data has become irrelevant except for 
historical purposes. Furthermore, Data 
should embody an asset to DC-enabled 
services that leads to the DS's benefit; data 
about the DS that lacks support to a clear 
benefit for the DS is considered out of 
scope. When referring to Data with a 
capital D, we imply to refer to the Once-
Only Data that has been registered about a 
particular DS. 

to assure the veracity of the data 
throughout their life cycle, including 
provenance (when applicable);  

to assure that any requirement that a 
particular use of the Data may put on 
the Data is met and maintained 
throughout the Data life-cycle; 

to decide about and consent to the 
(current and future) use of the Data for 
specific purposes as admitted by the 
legal framework; 

to provide legal proof of identity. 

Deputy Data 
Subject 

dDS The legal entity that has got mandate to act 
on behalf of the Data Subject.  

to provide legal proof of her identity; 

to provide legal proof of identity of the 
Data Subject; 

to realize the responsibilities that 
belong to the Data Subject in the TOOP 
context. 

Authoritative 
Data Source 

ADS The authoritative source to the Data on a 
Data Subject 

to provision all-time referral to the 
Data throughout their life-cycle: No 
matter how often the Data has been 
duplicated, in case differences 
between Data from the ADS or any of 
its duplicates are identified, the Data 
from the ADS prevails. 

DAE 
Governor 

DG The legal entity that manages the DAE, 
and, fulfils a watchdog role that monitors 
the DAE boundaries during the use of the 
Data. The DG role only facilitates the 
enforcement of the DAE boundaries / legal 
framework during operational use of the 
Data. 

to register and manage each Data 
Application Envelope; 

to maintain a register of use of the Data 
against its DAE; 

to flag any unauthorized use of the 
Data, i.e., use of Data by a DC which 
falls outside the agreed Data 
Application Envelope; 

as a facilitating role, it could endorse 
additional responsibilities 

Data 
Provider 

DP The legal entity that is in charge of the Data 
deployment 

to receive Data requests from DCs and 
verify their compliance with national 
legislation; 

to adhere to the terms of use for which 
a consent has been admitted; 

to manage outstanding requests and 
incoming Data; 

ǘƻ ǇǊƻǾƛŘŜ 5ŀǘŀ ǘƻ 5/Ωǎ ǳƴŘŜǊ 
authorized conditions only; 
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Role Abbr. Definition Responsibilities 

to log the events of use of the Data to 
the DG, e.g., request incl. time stamp, 
purpose, DS, DAE, and, Data 
provisioning incl. time stamp, purpose, 
DC, DAE 

to maintain a register of available Data 
with their conditions of use, 
throughout their life cycle; 

to facilitate the maintenance a register 
of (context of) use of Data;  

to ensure the security of its registers 
against unauthorized access and use of 
Data 

Data 
Consumer 

DC The organization/administration that is in 
demand of the Data in order to fulfil its 
mission to society or industry. 

to generate Data requests; 

to log Data requests to DG; 

to assure that Data request comply 
with international legislation;  

to state the purpose of use for which 
the Data is requested; 

to accept/approve or 
reject/disapprove the provided Data 
against the request, and log this to the 
DG. 

3.2. Role Collaborations 
The collaboration between the identified roles is represented in Figure 9.  

 

Figure 9: Domain Collaboration 
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3.3. Domain Principles  
A principle is a normative principle on the design of an artefact, thus normatively restricting the design 
freedom (Greefhorst and Proper 2011). The principle itself is the agreed codification of rules associated 
with a subject domain. The value of principles should not be under estimated and is an important 
outcome of pilot projects (sometimes more valuable than actual implementation), especially as a 
foundation for the design of legislative instruments regulating a domain: the principles of data 
protection are first class citizens of the GDPR, establishing the set of rules applicable in the domain of 
data protection.  

The principles applicable in the Once-Only domain are listed below. Principles are identified by 
ŎƻƴǎŜŎǳǘƛǾŜ ƴǳƳōŜǊǎΣ ǇǊŜŎŜŘŜŘ ōȅ ŀ ǎƛƴƎƭŜ άPέΣ ŀƴŘ represented by a set of attributes, selected from 
(Greefhorst and Proper 2011): 

¶ A Title, in the form of a statement that succinctly present the fundamental rule that is to be 
followed; 

¶ A Rationale, which should highlight the business benefits of adhering to the principle (incl. a 
reference to the Once-Only Objectives that have been specified in Chapter 2), describing the 
reasons why this principle applies; 

¶ Its Implications, describing the impacts of this principle on the architecture being designed; 
drives the behavior that is expected from people in order to comply to the architecture 
principle, and also considers the undesired behaviour that is an implication of the architecture 
principle (what people should not do), or the negative consequences (the disadvantages of 
choosing for the architecture principle); 

¶ Type of Information classifies the principle to the relevant view (of the architecture) where this 
principle applies; 

¶ Quality Attributes are to provide for an indication on the quality characteristics that this 
principle contributes to meet, improving the clarity about the intended effect of the principle 
as well as a suggestion towards its validation.  

We intend to specify the attributes that represent the principle as SMART as possible38. To that end 
the principle and/or its representation have been evaluated to be: (i) specific enough to understand 
its intention and its purported effect on the design decisions; (ii) measurable by providing sufficient 
detail and/or criteria to determine success or failure of its application; (iii) achievable in that its 
application is without any significant impediment; (iv) relevant enough that when following its 
direction it will lead to significant improvement in terms of efficiency, efficacy or simplicity of the 
resulting design; and (v) time-bound in bearing its validity over context and time. Finally, the set of 
principles have been validated not to be (partially) in conflict with each other, because contradicting 
rules cannot guide towards meaningful or valuable decisions. 

 

P.1  Citizens and business supply, by the DG, the same Data only once to a public administration, 
which remain available for authorised use, by the DC, throughout their life cycle. 

¶ Type of information: Business view 

¶ Quality attributes: Usability (user-friendliness, operability), Maintainability (manageability, 
reusability), Reliability (availability) 

¶ Rationale: This represents the single one purpose of the TOOP project; without its application 
the project does not deliver on its intrinsic value, and no improvement on European society 
will be achieved. 

                                                           
38 https://en.wikipedia.org/wiki/SMART_criteria  

https://en.wikipedia.org/wiki/SMART_criteria
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¶ Implications: On the positive side, the burden on European business that results from 
interaction with national and European administrations, i.e., governmental organisations, will 
reduce significantly since those administrations can base their operations on reuse of Data 
that has been collected previously. On the negative side, the implied connectedness of 
registers between each and every European administrations will bring the privacy of the Data 
into a more vulnerable position. Furthermore, due to the necessarily more centralised system 
approach, the continuity of administrative services will be more dependent on Data 
availability, which becomes more vulnerable to threats that resemble DDOS-attacks and Trojan 
horses, and Data integrity, which can suffer more from ransomware holding data hostage and 
other attempts to cripple data.  

 

P.2  Data can only be used by the DC in the context of a specified purpose, when the DC has a legal 
basis for data access and satisfies the requirements set for the DC to reach the data. 

¶ Type of information: Business view 

¶ Quality attributes: Functionality (compliance, security), Usability (user-friendliness),  

¶ Rationale: The prime users of the OOP, i.e., European business, will only trust OOP-enabled 
services once it proofs (i) secure, and (ii) transparent. Therefore, the DOs must be eligible to 
set requirements (for example assurance/security level) for DCs to reach data. DCs must have 
a legal basis to use the data. 

¶ Implications: Trust from the individuals representing the DS will grow, and transparency of its 
operation will be high.  

 

P.3  Data access and their use should be prohibited for use outside the Data Application Envelope 
the consent admits to. 

¶ Type of information: Business view 

¶ Quality attributes: Functionality (security, compliance, maturity) 

¶ Rationale: The success of the eGovernment Action Plan is directly related to the efficacy and 
maturity of the security measures against abuse of Data. This Principle can be considered as 
partial realization of Principle P.2 where the latter enforces external behaviour of the OOP 
platform while this principle enforces its internal behaviour. By token of its strict control this 
enables the use of the OOP platform for distributing the Data to the public sector as well 

¶ Implications: On the positive side, this principle will ensure that the OOP platform will enforce 
secure operation on the Data.  

 

P.4  Despite possible duplication of Data, only one authoritative DG exists to dispute Data 
correctness. 

¶ Type of information: Business view 

¶ Quality attributes: Functionality (accuracy, suitability, manageability), Efficiency (time 
behaviour), Reliability (fault tolerance) 

¶ Rationale: The core ramification of the OOP platform, i.e., reuse of Data, is only effective once 
guarantees about appropriateness and accuracy of the Data, particularly when being reused, 
can be guaranteed. Without such guarantees, the OOP platform will fail in achieving its main 
objectives 

¶ Implications: Enforcing an explicit balance between Data correctness and scalability. Any DC 
must be able to verify who the DG is, for example this may be listed in some sort of catalogue. 
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P.5  Despite possible duplication of Data, ownership and IPR remains with the DS. 

¶ Type of information: Business view, IS view 

¶ Quality attributes:  

¶ Rationale:  

¶ Implications:  

 

P.6  Despite one authoritative DG, once authorisation of use is granted, access to Data is absolute 
and independent from time and location, and without further delay. 

¶ Type of information: IS view 

¶ Quality attributes: Maintainability (reusability), Efficiency (time behaviour) 

¶ Rationale:  

¶ Implications:  

 

P.7  Data cannot be combined or adapted without an explicit regulatory provision. 

¶ Type of information: Business view, IS view 

¶ Quality attributes: Maintainability (manageability, changeability), Functionality (accuracy) 

¶ Rationale:  

¶ Implications: Data remains in correspondence with the state of affairs about the DS. 

 

P.8  All organisations that take on an OOP role must comply with the rules of engagement that 
reflect the essentials of the OOP. 

¶ Type of information: Business View, IS view, Technology view 

¶ Quality attributes: Functionality, Reliability, Usability, Efficiency, Maintainability, Portability 

¶ Rationale: This essentially reflects the need that any collaborative administration in the OOP 
realm should commit to these Principles. Otherwise, the technical as well as the business 
interoperability will be hampered or cease to emerge, resulting in a failed OOP realm 

¶ Implications: Interoperability on all enabling dimensions, i.e., social and political, regulatory, 
organisational, technical, semantic, and financial, and on all levels of collaboration, i.e., local, 
regional, national and international. Together with P.10 it implies that in any given ecosystem 
there must be a governing authority who supervises that rules of engagement are followed. 
This role must be clearly defined.  

 

P.9  Use of Data shall be transparent and open 

¶ Type of information: Business view, IS view 

¶ Quality attributes:  

¶ Rationale:  

¶ Implications:  

 

P.10  Any handling on Data, in particular but not limited to their Use, shall practice organisational, 
technical, and other methods and tools in support of auditing and accountability 

¶ Type of information: IS view, Technology view 

¶ Quality attributes:  

¶ Rationale: Within the OOP realm, privacy of Data represents a concern that should be 
considered a commodity. Therefore, the very basic and integral ability to trace back any abuse 
of Data is a necessary condition for an operational OOP platform. In information systems, 
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organisational, technical, and other methods and tools are used to support auditing and 
accountability. Examples of such methods include, but are not restricted to: division of 
responsibilities and separation of functions, user authentication and authorisation, logging 
different activities, use of cryptographic procedures, timestamping, and others39. These 
methods and tools are used to introduce two OOP-dimensions that reflect, at the one hand, 
legislation and authorisation events, and, at the other hand, events about transport and use 
of Data. Based on registration of these events, abuse of Data can be detected throughout the 
life-cycle of Data 

¶ Implications: Introduction of needed organisational, technical, and other methods and tools 
requires a non-repudiation transaction model that forms a fundamental and integral part of 
the OOP platform.  

 

P11. Data security 

¶ Type of information: Business view, IS view, Technology view 

¶ Quality attributes:  

¶ Rationale: Data {ǳōƧŜŎǘΩs data transferred, stored in any service used within the TOOP Project 
must be protected against misuse, manipulation or fraud. 

¶ Implications: Data must be stored in the system, which include security and authenticity 
mechanisms. Neglecting security and authenticity of data may lead to unsuccessful project 
implementation.  

 

                                                           
39 https://www.bsi.bund.de/EN/Topics/ITGrundschutz/ITGrundschutzHome/itgrundschutzhome_node.html  

https://www.bsi.bund.de/EN/Topics/ITGrundschutz/ITGrundschutzHome/itgrundschutzhome_node.html
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4. Requirements Driving the Architecture Design 
This chapter specifies the requirements driving the design of the reference architecture for Cross-
Border Once Only Principle.  

First the requirements engineering framework is described. Then each activity belonging to the 
requirements engineering process are explained, and the architecture requirements are specified.  

4.1. Architecture Requirement Framework 
The requirements of interest in designing TOOP Reference Architecture are the Architecturally 
Significant Requirements ό!{wΩǎύΣ ƛΦŜΦ ϦǘƘƻǎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƘŀǘ ƘŀǾŜ ŀ ƳŜŀǎǳǊŀōƭŜ ƛƳǇŀŎǘ ƻƴ ŀ 
software system's architecture" (Chen, Babar, and Nuseibeh 2013). Significant is a key term in this 
definition, and is ultimately measured by high cost of change in the designed architecture.  

¢ƘŜ !{wΩǎ are specified by referring to concepts and elements of the domain model: the requirements 
ŀǊŜ ƛƴŘŜŜŘ ƎǳƛŘƛƴƎ ǘƘŜ ǎƻƭǳǘƛƻƴ ǘƻ ōŜ ŘŜǎƛƎƴŜŘ ǘƻ ǎƻƭǾŜ ǘƘŜ ǇǊƻōƭŜƳ ŘƻƳŀƛƴΦ !{wΩǎ ǿƛƭƭ ǘƘŜǊŜŦƻǊŜ ǊŜŦŜǊ 
ǘƻ ŀƴ ŀŎǘƻǊκǊƻƭŜΩǎ ŎŀǇŀōƛƭƛǘȅΣ ŀǎ ŎŀǇǘǳǊŜŘ ƛƴ ǘƘŜ ŘƻƳŀƛƴ ƳƻŘŜƭΦ 

.ŜǎƛŘŜǎ ǘƘŜ !{wΩǎΣ architecture principles ŀǊŜ ŀƭǎƻ ŎŀǇǘǳǊŜŘΥ ǘƘŜȅ ŀǊŜ άǳƴŘŜǊƭȅƛƴƎ ƎŜƴŜǊŀƭ ǊǳƭŜǎ ŀƴŘ 
ƎǳƛŘŜƭƛƴŜǎ ŦƻǊ ǘƘŜ ǳǎŜ ŀƴŘ ŘŜǇƭƻȅƳŜƴǘ ƻŦ ŀƭƭ L¢ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ŀǎǎŜǘǎ ŀŎǊƻǎǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜέ ό¢hD!CύΦ 
They reflect a level of consensus among the various elements of the enterprise, and form the basis for 
making future architecture decisions.  

A principle differs from a requirement by its scope: it is a general rule applied to any element of the 
designed architecture. Some architecture principles might be the source from which architecture 
requirements are derived. The architecture principles however remain key guidelines driving the 
architecture decisions, and might be referred to at any stage of the architecture design (from business 
architecture to technology architecture).  

.ƻǘƘ ǘƘŜ !{wΩǎ ŀƴŘ ǘƘŜ !ǊŎƘƛǘŜŎǘǳǊŜ tǊƛƴŎƛǇƭŜǎ ŀǊŜ ǎǘǊǳŎǘǳǊŜŘ ŀŎŎƻǊŘƛƴƎ ǘƘŜ ǎǘŀƴŘŀǊŘ {ƻŦǘǿŀǊŜκ{ȅǎǘŜƳ 
Product Quality Model (ISO/IEC 25010) and the related Data Quality Model (ISO/IEC 25020), both part 
of the Software Quality Requirements and Evaluation (SQuaRE) family of standards. Adopting a 
standard structure contributes to ensuring all relevant architecture concerns are integrated, and to 
identifying potential lack of expressed needs from the stakeholders: a relevant quality attributes that 
is not associated with any requirement might represent a gap in the requirements engineering process, 
seen from the viewpoint of the architect.  

Table 2 identifies the relevant quality attributes in the context of TOOP: these are the concerns for 
which requirements and/or principles should be specified.  

Table 2:  Relevant Quality Attributes 

Quality 
Attribute 

Relevance and specific goals in TOOP  

System Quality 

Functional 
Suitability 

The domain model (actors/roles and collaboration model) is the baseline for the 
functional suitability dimension. It is complemented with functional requirements 
associated with the capabilities of each domain participant. 

Performance 
Efficiency 

The performance is mainly relevant from the time-behaviour perspective (i.e. the degree 
to which the response and processing times and throughput rates of a product or system, 
when performing its functions, meet requirements), associated with the end-to-end 
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Quality 
Attribute 

Relevance and specific goals in TOOP  

processing time of the user request. The capacity might also be relevant, in terms of size 
of data to exchange, as well as in terms of transaction throughput 

Compatibility The compatibility quality dimension is concerned with interoperability, from the 
perspective of both exchange of information and use of information 
exchanged. The coexistence attribute is relevant in terms of integration with existing MS 
systems. 

Usability The operability of the system is the main concern: it especially relates to the cross-border 
exchange. Moreover, accessibility is a compulsory requirement, especially in terms of 
European languages. 

Reliability The reliability is mainly concerned with the availability of the system, and specifically of 
the cross-border exchange. 

Security Security is a main concern in TOOP, as the system deals with the exchange of 
authenticated data, and authorized access to the data.   

The requirements are associated with confidentiality, integrity, availability (of the 
information), nonrepudiation, accountability, auditability , authenticity/trustworthiness, 
as well as privacy.  

Maintainability Although modularity and reusability are of paramount importance to ensure 
maintainability, they are not directly concerned with the architecture of the system (but 
with the detailed design of the solution).  

Data Quality 

Accuracy Syntactic and semantic accuracy of the exchanged data are particularly important in 
TOOP. 

Completeness The completeness of data cannot be guaranteed by the system as it does not include the 
collection and validation of data about the data subject from the data owner. 

Consistency The consistency of data is ensured by the systems that TOOP relies on. TOOP in itself 
cannot therefore ensure the data consistency. 

Credibility The authenticity of data is a major concern in the cross-border exchange of evidence. 
TOOP should ensure that the authenticity is maintained during the exchange. 

Currentness Evidence can be updated during its lifecycle. TOOP has to integrate this and provide a 
mechanism to ensure the use of current data. 

¢ƘŜ !{wΩǎ ŀƴŘ !ǊŎƘƛǘŜŎǘǳǊŜ tǊƛƴŎƛǇƭŜǎ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎ ŀǊŜ ǘƘŜ ƻǳǘŎƻƳŜ ƻŦ ŀ ǎǘŀƴŘŀǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎ 
engineering process, composed of the following activities:  

- Requirements inception 
- Requirements analysis 
- Requirements specifications 
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- Requirements validation  

The activities are contextualized, both to the scope of the project, and to the goal of designing a 
reference architecture (as opposed to an application architecture). The contextualized activities and 
their outcomes are described in the following sections.  

4.2. Architecture Requirement Inception 
During the inception phase, the needs of the stakeholders are captured: they are the baseline for the 
specifications of the requirements. In TOOP, the needs are issued from the following sources:  

- The legal environment, and specifically the draft SDGR;  
- The interoperability principles and recommendations, extracted from the EIF;  
- The pilot needs. 

The needs of the stakeholders are captured by other WP and/or tasks, and the main sources of these 
needs are:  

- Legal principles and requirements (D2.5) 
- Draft SDGR (http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0256 ) 
- EIF Principles and Recommendations (https://ec.europa.eu/isa2/eif_en ) 
- User requirements issued by each pilot, and available on the pilot wiki 

(http://wiki.ds.unipi.gr/display/TOOPPILOTS/ ) 

4.3. Architecture Requirement Analysis 
In this phase, the requirements from each source is analysed, and its impact on the architecture is 
assessed. The result of this assessment might be that 

- The requirement is not relevant in terms of architecture  
- The requirement is either generalized or specialized in an architecture principle 
- The requirement is generalized in an architecture requirement 

0 describes the outcome of the legal framework analysis, while 0 describes the outcome of the EIF 
analysis.  

4.4. Architecture Principles Specifications 
In this phase, the identified architecture principles are formulated and associated with the quality 
model. The specified architecture principle is traced back to its source.  

Table 3:  Architecture Principles 

ID Name Description Rationale Quality Implications 

PRINC-
01 

Open 
specifications/ 
standards 

Give preference to open 
specifications, taking due 
account of the coverage 
of functional needs, 
maturity and market 
support and innovation 

EIF-04 IOP If a new 
component is to 
be designed, give 
preference to 
open 
specifications and 
standards 

PRINC-
02 

Reusable 
solutions 

Reuse and share 
solutions, and cooperate 
in the development of 
joint solutions when 

EIF-06 Reusabilit
y 

Develop TOOP 
architecture as a 
reusable solution; 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0256
https://ec.europa.eu/isa2/eif_en
http://wiki.ds.unipi.gr/display/TOOPPILOTS/
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implementing European 
public services 

reuse BB when 
possible 

PRINC-
03 

Reusable data Reuse and share 
information and data 
when implementing 
European public services, 
unless certain privacy or 
confidentiality 
restrictions apply 

EIF-07 Reusabilit
y 

Reuse and share 
information and 
data in compliance 
with the Once 
Only principle, 
improving quality, 
as well as saving 
money and time 

PRINC-
04 

Technological 
neutrality 

Develop architecture 
that supports 
technological neutrality 

EIF-08 Replacea
bility 

Technological 
neutrality 
minimizes 
technological 
dependencies, 
avoids imposing 
specific technical 
implementations, 
and enhances 
adaptation to 
changes of 
technological 
environment 

PRINC-
05 

Data 
portability 

Develop architecture 
that supports data 
portability 

EIF-09 Portabilit
y 

Data portability 
helps to avoid 
lock-in and to 
support the free 
movement of 
data. 

PRINC-
06 

Once Only 
Principle 

Adhere to the Once Only 
Principle 

EIF-13 Operabilit
y 

The Once Only 
Principle helps to 
meet the users' 
requirement to 
provide only the 
information that is 
absolutely 
necessary to 
obtain a given 
public service 

PRINC-
07 

Standards and 
specifications 
process 

Put in place processes to 
select relevant standards 
and specifications, 
evaluate them, monitor 
their implementation, 
check compliance and 
test their interoperability 

EIF-21 IOP Standards and 
specifications are 
fundamental to 
interoperability. 
Their 
management 
process needs to 
be established 
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together with 
architecture 
development 

PRINC-
08 

Standards and 
specifications 
selection 

Use a structured, 
transparent, objective 
and common approach 
to assessing and 
selecting standards and 
specifications 

EIF-22 IOP A structured, 
transparent, 
objective and 
common approach 
to the standards 
and specifications 
process should be 
developed 

PRINC-
09 

Interoperabilit
y agreements 

Establish interoperability 
agreements in all layers, 
complemented by 
operational agreements 
and change management 
procedures 

EIF-26 IOP Interoperability 
agreements in all 
layers, 
complemented by 
operational 
agreements and 
change 
management 
procedures, are 
needed to 
implement TOOP 
architecture and 
should be 
foreseen 

PRINC-
10 

Organisationa
l relationships 

Clarify and formalise 
organisational 
relationships for 
establishing and 
operating European 
public services 

EIF-29 IOP Clarification and 
formalization of 
organisational 
relationships 
between 
stakeholders are 
needed to 
implement TOOP 
architecture and 
should be 
foreseen 

PRINC-
11 

Data and 
information 
as a public 
asset 

Perceive data and 
information as a public 
asset that should be 
appropriately generated, 
collected, managed, 
shared, protected and 
preserved 

EIF-30 IOP Common 
principles for data 
and information 
generation, 
collection, 
management, 
sharing, 
protection and 
preserving should 
be developed 
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PRINC-
12 

Open 
technical 
specifications 

Use open specifications, 
where available, to 
ensure technical 
interoperability when 
establishing European 
public services 

EIF-33 IOP Open technical 
specifications 
should be 
evaluated and 
used 

PRINC-
13 

Infrastructure 
for European 
public 
services 

Decide on a common 
scheme for 
interconnecting loosely 
coupled service 
components and put in 
place and maintain the 
necessary infrastructure 
for establishing and 
maintaining European 
public services 

EIF-35 IOP Infrastructure for 
establishing and 
maintaining 
European public 
services should be 
decided, 
developed, and 
put in place 

PRINC-
14 

Reusable 
services and 
information 
sources 

Develop a shared 
infrastructure of 
reusable services and 
information sources that 
can be used by all public 
administrations 

EIF-36 IOP The infrastructure 
for establishing 
and maintaining 
European public 
services should 
comprise reusable 
services and 
information 
sources that can 
be used by all 
public 
administrations 

PRINC-
15 

Cost-based 
Efficiency and 
Effectiveness 

Effectiveness and 
efficiency requirements 
should be evaluated and 
established, balanced by 
considering of costs and 
benefits 

EIF-19 Efficiency  

PRINC-
16 

eIDAS Trust 
Services 

The TOOP architecture 
should use trust services 
according to the 
Regulation on eID and 
Trust Services as 
mechanisms that ensure 
secure and protected 
data exchange in public 
services 

EIF-47 Security  

PRINC-
17 

Data 
Minimization 

The information 
exchanged between the 
participants of the 
system should be limited 

Privacy-by-
Design 

Privacy  
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4.5. Architecture Requirements Specifications 
In this phase, the identified requirements are formulated and associated with the quality model. The 
specified ASR is traced back to its source.  

Table 4:  Architecturally Significant Requirements 

ASR Description Source 

SYSTEM/SW QUALITY CONCERNS 

Functionality 

ASR-FUNC-01 The Data Consumer can request Data on the Data Subject from 
the Data Provider 

SDGR.Art12.4 
PA1.1-REQ4 
PA1.2-REQ-4 
PA1.2-REQ-5 
PA1.3-REQ-4 

ASR-FUNC-02 The Data Consumer must be informed about the conditions and 
terms of use of the retrieved information 

PA1.1-REQ-8 
PA1.2-REQ-11 
PA1.3-REQ-8 

to the data required by 
the processing 

PRINC-
18 

Purpose 
Limitation 

The information 
exchanged between the 
participants of the 
system should only be 
used for the explicitly 
agreed purpose 

Privacy-by-
Design 

Privacy  

PRINC-
19 

Consent 
Management 

When the consent of the 
user is necessary for data 
protection purposes, it 
shall be obtained in 
accordance with 
Regulation (EU) 
2016/679 and Regulation 
(EU) 45/2001 

Privacy-by-
Design 

Privacy  

PRINC-
20 

Multilingualis
m 

Use information systems 
and technical 
architectures that cater 
for multilingualism when 
establishing a European 
public service. Decide on 
the level of 
multilingualism support 
based on the needs of 
the expected users. 

 Usability  
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ASR Description Source 

ASR-FUNC-03 Where the completion of a procedure requires a payment, 
users are able to pay any fees online through cross-border 
payment services, including, at a minimum, credit transfers or 
direct debits as specified in Regulation (EU) No 260/2012 of the 
European Parliament and of the Council 40 

SDGR-Art.11.1.e 
EIF-45 
PA1.1-REQ-18 
PA1.2-REQ-21 
PA1.3-REQ-18 
PA2.1-BUSINESS-1 
PA2.2-BUSINESS-1 

ASR-FUNC-04 The Data Consumer may use the system to send messages to the 
Requester 

PA1.1-REQ-15 
PA1.2-REQ-18 
PA1.3-REQ-15 

ASR-FUNC-05 The Data Provider may provide data services for verification of 
specific conditions, i.e. DP replies True/False to specific 
statement. 

PA2.1-PULL-1 
PA2.2-PULL-1 

Performance Efficiency 

ASR-PERF-01 The DP should not unnecessarily delay the process of 
transmitting the Data to the DC 

PA1.NiceToHave 

ASR-PERF-02 The DP should communicate the expected level of service 
associated with the processing of the request for Data from the 
DC 

 

Compatibility 

Interoperability 

ASR-IOP-01 The Data Provider must be able to understand the request from 
the Data Consumer and automatically serve it 

SDGR-Art12.2 
PA1.1-REQ-7 
PA1.2-REQ-9 
PA1.2-REQ-10 
PA1.3-REQ-7 

ASR-IOP-02 The Data Consumer must be able to unambiguously understand 
and process the information retrieved from the Data Provider 

SDGR-Art12.2 
PA1.1-REQ-9 
PA1.2-REQ-12 
PA1.3-REQ-9 
PA2.1-DATA-2 
PA2.2-DATA-2 

ASR-IOP-03 The Data Consumer and the Data Provider must be technically 
able to exchange information 

SDGR-Art12.2 
PA1.1-REQ-3 
PA1.2-REQ-3 
PA1.3-REQ-3 

ASR-IOP-04 Each service provided by the Data Consumer has to specify set of 
data required from the Data Provider for a specific purpose. 

PA2.1-DATA-5 
PA2.2-DATA-5 

http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52017PC0256&from=EN
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ASR Description Source 

ASR-IOP-05 Existing Registries should provide web service interfaces for 
requesting information and subscribing to information changes 

PA2.1-
ARCHITECTURE-2 
PA2.2-
ARCHITECTURE-2 
EIF-05 

Coexistence 

ASR-COE-01 The Competent Authorities must be able to reuse existing 
national or EU infrastructure, including the BRIS infrastructure 

PA1.1-REQ-19 
PA1.2-REQ-22 
PA1.3-REQ-19 
PA2.1-
ARCHITECTURE-1 
PA2.2-
ARCHITECTURE-1 

Security 

ASR-SEC-01 The transmission of an Evidence from DP to DC must guarantee 
the confidentiality of the exchanged Evidence 

SDGR-Art12.2 
PA1.1-REQ-16 
PA1.1-REQ-17 
PA1.2-REQ-19 
PA1.2-REQ-20 
PA1.3-REQ-16 
PA1.3-REQ-17 
PA2.1-SECURITY-3 
PA2.2-SECURITY-3 

ASR-SEC-02 The transmission of an Evidence from DP to DC must guarantee 
the integrity of the exchanged Evidence 

SDGR-Art12.2 
PA1.1-REQ-16 
PA1.1-REQ-17 
PA1.2-REQ-19 
PA1.2-REQ-20 
PA1.3-REQ-16 
PA1.3-REQ-17 
PA2.1-SECURITY-3 
PA2.2-SECURITY-3 

ASR-SEC-03 The DC must be informed about the level of availability of Data 
provided by the DC.  

PA1.1-REQ-8 
PA1.2-REQ-11 
PA1.3-REQ-8 

ASR-SEC-04 The Evidence provided by the DP must be available according to 
the legal requirements 

 

ASR-SEC-05 The Data Consumer is responsible for ensuring that the request 
for Evidence from the Data Provider was initiated by the User, 
unless not legally required 

SDGR.Art12.4 
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ASR Description Source 

ASR-SEC-06 The Data Provider is responsible for transmitting the requested 
Evidence in accordance with the confidentiality and integrity 
requirements, 

SDGR.Art12.4 

ASR-SEC-07 The DP should not provide the evidence if the request does not 
conform to the legal requirements of the DP 

 

ASR-SEC-08 If the Data Provider cannot transmit any evidence, the data 
provider must give reasons for this. 

LEG-GA-03 

ASR-SEC-09 Appropriate audit and logging measures must be implemented 
to ensure that any exchange of evidence organised under the 
OOP can be verified by competent authorities in case of 
disputes (including the identification of the sending and 
receiving competent authorities, the time of the exchange, and 
the integrity/authenticity of the exchanged data itself). 

LEG-CTRL-02 

ASR-SEC-10 The Data Consumer must authenticate the User before 
requesting Evidence from the Data Provider when authentication 
is required 

PA1.1-REQ-1 
PA1.2-REQ-1 
PA1.2-REQ-2 
PA1.3-REQ-1 

ASR-SEC-11 The DC must identify the DS associated with the User.  LEG-CTRL-01 
PA1.1-REQ-2 
PA1.2-REQ-2 

ASR-SEC-12 The DP must validate that the User is authorized to retrieve 
information about the Data Subject 

LEG-CTRL-01 
PA1.1-REQ-2 
PA1.2-REQ-2 

ASR-SEC-13 The participants to the Evidence exchange process must be 
identified, specifically the DC and the DP 

PA2.1-SECURITY-1 
PA2.2-SECURITY-1 

ASR-SEC-14 The DP must verify that the data consumer is an authorized 
digital public service before transmitting the required data 

PA2.1-SECURITY-2 
PA2.2-SECURITY-2 

ASR-SEC-15 The Data Consumer must be able to prove that the User explicitly 
requested the retrieval of Evidence from the Data Provider 

SDGR.Art12.4 
PA1.1-REQ-5 
PA1.2-REQ-6 
PA1.2-REQ-7 
PA1.3-REQ-5 

ASR-SEC-16 The Data Provider must be able to prove the reception of the 
transmitted data by the Data Consumer 

PA1.1-REQ-11 
PA1.2-REQ-14 
PA1.3-REQ-11 

ASR-SEC-17 The Data Consumer must be able to prove the reception of the 
data request by the Data Provider 

PA1.1-REQ-10 
PA1.2-REQ-13 
PA1.3-REQ-10 
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ASR Description Source 

ASR-SEC-18 The Evidence transmitted by the Data Provider to the Data 
Consumer shall be limited to what has been requested  

SDGR.Art12.6 
PRINC-17 

ASR-SEC-19 The Evidence transmitted by the Data Provider to the Data 
Consumer shall only be used for the purpose of the procedure 
for which the evidence was exchanged 

SDGR.Art12.6 
PRINC-18 

ASR-SEC-20 When the consent of the user is necessary to retrieve Evidence 
from the Data Provider, it shall be obtained in accordance with 
Regulation (EU) 2016/679 and Regulation (EU) 45/2001 

SDGR.Art12.6 
PRINC-19 

ASR-SEC-21 Data provided by the Data Provider to the Data Consumer may 
not be provided by the Data Consumer to third parties, except 
where third parties are required to achieve the communicated 
purpose, or unless it has been consented by the User 

LEG-GA-04 
PA2.1-LEGAL-2 
PA2.2-LEGAL-2 
PRINC-18 

Reliability 

ASR-REL-01 The level of availability of the exchange process must comply 
with the legal requirements 

 

Usability 

ASR-USA-01 It must be possible to operate the Evidence exchange process 
according to various deployment models: component on 
premise, service on premise, mutualized and centralized service 

 

DATA QUALITY CONCERNS 

Data Accuracy 

ASR-ACC-05 The legal value and meaning of data should not be altered 
crossing a national border 

PA2.1-DATA-1 
PA2.2-DATA-1 

Data Consistency 

ASR-CONS-01 The User has the possibility to preview the evidence to be used 
by the Data Consumer, and check the validity of the retrieved 
information 

SDGR-Art12.2 
PA1.1-REQ-6 
PA1.2-REQ-8 
PA1.3-REQ-6 

Data Completeness 

ASR-COMP-01 The User may be able to add information not provided by the 
data provider(s) 

PA1.1-REQ-13 
PA1.3-REQ-13 

Data Credibility 
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ASR Description Source 

ASR-CRED-01 The authenticity of the data transmitted by the DP must be 
trusted by the DC 

 

Data Currentness 

ASR-CURR-01 The Data Consumer can subscribe to change events associated 
with the Data life cycle 

PA2.1-PUSH-4 
PA2.2-PUSH-4 

ASR-CURR-02 Modification of data are asynchronously notified, on a 
predefined schedule, to the Data Consumer that have subscribed 
to the notification service. A Data consumer has the possibility to 
unsubscribe to the notification service 

PA2.1-PUSH-1 
PA2.1-PUSH-2 
PA2.1-PUSH-3 
PA2.2-PUSH-1 
PA2.2-PUSH-2 
PA2.2-PUSH-3 
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5. Business Architecture 
The business architecture is concerned with the capture of the business operations of the system. It 
includes the specifications of the business actors, roles and responsibilities, as well as the specifications 
of the business collaborations between the business actors, and associated business capabilities.  

When designing the business architecture, design decisions are taken and transform the domain model 
into the business architecture, guided by the architecture principles and the ASRs relevant from the 
business perspective: the design decisions are formulated as Architecture Decision Records (ADRs) in 
section 5.1.  

The ADRs introduce business roles and responsibilities that complement the domain actors and roles: 
they are specified in section 5.2.  

The business roles collaborate to meet the business objectives: the associated business collaborations 
are described in section 5.3. The actual specifications of the business processes is of less interest in the 
development of a reference architecture: they are indeed very specific to each industry and integrate 
ǎǇŜŎƛŦƛŎƛǘƛŜǎ ƻŦ ŜŀŎƘ ǇŀǊǘƛŎƛǇŀƴǘΩǎ environment. The business processes are however useful for 
identifying the business capabilities required to support the business collaborations, and they are also 
described in section 5.3. 

The business collaborations require business capabilities to be deployed by each actor: they are 
specified in section 5.4.  

5.1. Business Design Decisions 
Architecture decisions are taken at the business level, transforming the conceptual domain 
collaboration into actual business operations. The architecture decisions are documented as 
Architecture Decision Records (ADRs) and formulated in Table 5.  

Table 5:  Business ADR's 

ID Name Decision Status Consequences 

ADR-01 Cross-border 
identification 
business  

A separate entity, with the role of 
Identity Provider operates the 
cross-border identification of the 
DS 

Accepted IdP is a new role in 
business ops.  

Requires the 
authentication of User 
(ADR-02) 

ADR-02 Cross-border User 
Authentication 
operations 

The Identity Provider operates the 
cross-border authentication of the 
User 

Accepted IdP is a new role in 
business ops 

ADR-03 Dynamic Location 
of DP 

The DP capable of providing the 
required evidence is dynamically 
located 

Accepted New Capability: DP 
Capability Management, 
including DP Discovery 

ADR-04 Semantic 
Capability  

The semantics heterogeneity of 
9ǾƛŘŜƴŎŜ ŀŎǊƻǎǎ 5/Ωǎ ŀƴŘ 5tΩǎ ƛǎ 
managed  

Accepted New Capability: Evidence 
Semantic Management, 
including Semantic 
Mapping 

ADR-05 Evidence 
Exchanger 

DP Discovery and Evidence 
Semantics Management 
capabilities are both operated by 
the same entity, with the role of 
Cross-Border Evidence Exchanger 
(shared resources) 

Accepted Cross-Border Evidence 
Exchanger is a new 
business role 
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ID Name Decision Status Consequences 

ADR-06 Evidence 
Exchanger 
operations 

The Evidence Exchanger role is 
operated by a separate entity than 
DC and DP 

Delayed New entity potentially 
operating the Evidence 
Exchange responsibilities 
for both DC and DP 

ADR-07 DP Capability 
Registration 

The Evidence Exchanger has the 
capability to manage the DP 
capabilities publications 

Accepted New capability: DP 
Capability Registration, 
included in DP Capability 
Management  

ADR-08 Cross-border 
Evidence 
Exchange 

The DC and DP rely on the Evidence 
Exchange Management capability 

Accepted New capability: Evidence 
Exchange Management 

ADR-09 Evidence 
Exchange 
deployment 

Evidence Exchange Management is 
operated by the Evidence 
Exchanger 

Accepted Capability assigned to 
Evidence Exchanger 

ADR-10 Evidence 
Notification 
deployment  

Data Notification capability is 
operated by the Evidence 
Exchanger (shared resources) 

Accepted Data Subscription 
required (ADR-09) 

ADR-11 Data Subscription 
capability 

The DC controls the notification 
through a subscription to Data 
changes  

Accepted New capability: DC Data 
Subscription 

ADR-12 Data Subscription 
deployment 

The Evidence Exchanger operates 
the DC Data Subscription capability 

Accepted  

ADR-13 Provisioning 
Capability 
Publication 

The Data Provider has the 
capability to publish to the 
Evidence Exchanger its capabilities 
to provision Data 

Accepted New capability: 
Provisioning Capability 
Publication, part of 
Provisioning Capability 
Management 

 

The DS identification (required by the security concerns) is a capability assigned to the cross-border 
Identity Provider (ADR-01). It requires the authentication of the User, also assigned to the cross-border 
Identity Provider (ADR-02).  

The dynamic location of the Data Provider requires a DP Discovery capability (ADR-03), while the cross-
border semantic heterogeneity requires a Semantic Management capability (ADR-04). Both 
capabilities require access to shared resources, such as a registry of Data Provider and associated 
provisioning capabilities, and a registry of semantic mapping of Evidence across MS and 
administrations. For governance reason, the resources Ŏŀƴƴƻǘ ōŜ ƳŀƴŀƎŜŘ ōȅ ŜƛǘƘŜǊ ǘƘŜ 5/Ωǎ ƻǊ ǘƘŜ 
5tΩǎΦ ¢ƘŜ 5t 5ƛǎŎƻǾŜǊȅ ŎŀǇŀōƛƭƛǘȅ ŀƴŘ ǘƘŜ {emantic Management capability are therefore assigned to 
another role, the Evidence Exchanger (ADR-05). Although it is recommended that a separate entity 
operates the Evidence Exchanger role according to the brokerage business model (Board of Innovation 
2018)40, it is not decided at this stage (ADR-06). As a broker, the Evidence Exchanger acts as a proxy 
for both the Data Consumer and the Data Provider.  

In order for the Evidence Exchanger to operate the DP Discovery capability, the Data Provider has to 
publish its Data Provisioning Capabilities: it therefore requires the capability Provisioning Capability 
Publication, part of Provisioning Capability Management (ADR-13). The Evidence Exchanger has the 

                                                           
40 https://www.boardofinnovation.com/business-revenue-model-examples/the-broker/ 

https://www.boardofinnovation.com/business-revenue-model-examples/the-broker/
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capability to process the publication from the Data Provider: DP Capability Registration (ADR-07), part 
of its Data Provider Capability Management.  

The communication between the Cross-Border Evidence Access at DC, and the Cross-Border Evidence 
Provision at DP (see domain model) requires an Evidence Exchange Management capability (ADR-08). 
It is operated by the Evidence Exchanger as it relies on shared resources (ADR-09).  

The Evidence Notification capability of the DP also requires shared resources: an additional capability 
is introduced and operated by the Evidence Exchanger (ADR-10). The DC controls the notification of 
Data through the use of a Data Subscription capability (ADR-11), also operated by the Evidence 
Exchanger (ADR-12).  

5.2. Business Actor Model 
According to the architecture decisions, the following roles are added to the domain actor model, as 
they have responsibilities in the business operations: 

Evidence Exchanger (EE): The Evidence Exchanger role acts as a central point for the deployment of 
the cross-border evidence exchange process. It can be deployed according to various operations 
models: a supra-national actor, a network of actors, each Data Consumer and Data Provider. The main 
responsibilities are:  

(i) Manage the capabilities of the Data Providers 
(ii) Locate the Data Provider responsible for a specific Data on a Data Subject 
(iii) Manage the semantic heterogeneity of the Data across DCs and DPs 
(iv) Manage the cross-border exchange of Data 
(v) Register the subscription of data consumers to data change events 
(vi) Notify the relevant data consumer (subscribers) when an actual data change event occurs 

 

Identity Provider (IDP): refers to the entity providing identity and authentication services. The main 
responsibilities are:  

(i) Identify and authenticate natural persons acting on behalf of a legal entity 
(ii) Identify legal entities 

5.3. Business Collaborations 
There are two main collaborations identified in TOOP:  

- The cross-border data retrieval 
- The cross-border data update 

5.3.1. Cross-Border Data Retrieval 
This collaboration realizes the objective of the Data Consumer retrieving Data from the Data Provider 
in the context of a cross-border procedure delivery.  

Figure 10 describes the collaboration in terms of business actors, business roles and associated 
business capabilities, as well as the main operational flows. The Data Consumer, Data Provider and 
Identity Provider roles are assigned to specific actors. The Evidence Exchanger role is not yet assigned 
to any specific actor at this stage, and various operational models are possible. The next version of the 
business architecture will specifically address this question, by assessing the operational models 
according to the governance and sustainability dimensions.  
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Figure 10: Data Retrieval Collaboration 

The business processes associated ǿƛǘƘ ǘƘŜ ǇŀǊǘƛŎƛǇŀƴǘǎ ƻŦ ǘƘŜ ŎƻƭƭŀōƻǊŀǘƛƻƴ ƛƭƭǳǎǘǊŀǘŜ Ƙƻǿ ŜŀŎƘ ǊƻƭŜΩǎ 
capabilities are deployed in the business operations context.  

Figure 11 describes the business process at Data Consumer, while Figure 12 describes the business 
process at Data Provider. The business processes are described at a generic level of abstraction, to 
support the goal of developing a generic reference architecture. The various business capabilities 
introduced with the architecture decisions are leveraged to support the deployment of the business 
processes.  

 

Figure 11: Data Retrieval - DC Process 
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Figure 12: Data Retrieval - DP Process 

Figure 13 describes the Data Provider Capability Publication business process. This is a supporting 
process that ensures that the Evidence Exchanger knows about the actual provisioning capabilities of 
the Data Providers.  

 

Figure 13: Data Provider Capability Publication Process 
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5.3.2. Cross-Border Data Notification 
This collaboration realizes the objective of the Data Provider notifying the Data Consumers registered 
to such a notification. Figure 14 describes the collaboration in terms of business actors, business roles 
and associated business capabilities, as well as the main operational flows. The business processes 
associated with the participants of the collaboǊŀǘƛƻƴ ƛƭƭǳǎǘǊŀǘŜ Ƙƻǿ ŜŀŎƘ ǊƻƭŜΩǎ ŎŀǇŀōƛƭƛǘƛŜǎ ŀǊŜ 
deployed in the business operations context.  

 

Figure 14: Data Notification Collaboration 

Figure 15 describes the Data Consumer Subscription business process, while Figure 16 describes the 
Data Provider Notification business process. The business processes are described at a generic level of 
abstraction, to support the goal of developing a generic reference architecture. The various business 
capabilities introduced with the architecture decisions are leveraged to support the deployment of the 
business processes. 
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Figure 15: Data Consumer Subscription Process 

 

 

Figure 16: Data Provider Notification Process 

5.4. Business Capability Model 
A business capability abstracts the capacity and ability of an actor to realize its responsibilities. It 
deploys resources to meet the associated business goalΦ 9ŀŎƘ ǊƻƭŜΩs business capabilities are deployed 
in the business collaborations described in the previous section. This section specifies the business 
capabilities in terms of purpose, outcomes and required resources.  
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Figure 17 is a map of the capabilities associated with each business role. This representation is 
specifically useful for a participant to understand what capability it needs to deploy in order to 
participate to the system.  

 

Figure 17: Business Capabilities Map 

Table 6 describes the business capabilities associated with each business role. The capabilities are 
organized in 2 levels: the first level business capabilities represent the business domains of the 
organisation, while the ǎŜŎƻƴŘ ƭŜǾŜƭ ōǳǎƛƴŜǎǎ ŎŀǇŀōƛƭƛǘƛŜǎ ŀǊŜ ǘƘŜ ŀŎǘǳŀƭ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎŀǇŀŎƛǘȅ ǘƻ 
successfully perform a unique business activity.  

Table 6: Business Capabilities 

Level 1 Level 2 Purpose 

   Data Consumer 

Procedure Authorization 
Management 

DS Authorization Authorize the DS to Access the Procedure 

Procedure Evidence 
Management 

Procedure Evidence Mapping Identifies Evidence associated with 
Procedure 
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Level 1 Level 2 Purpose 

Cross-border Evidence 
Access 

Evidence Request Management Manages the request for Evidence to Data 
Provider 

 Evidence Reception Management Manages the reception of Evidence from 
the Data Provider 

 Event Subscription Subscribe to events associated with an 
Evidence 

Service Delivery  Delivers the procedure when the required 
Evidence is retrieved 

Cross-border Procedure 
Provision 

 Provides access to the procedure for cross-
border consumers 

Cross-border Event 
Processing 

 Processes the event associated with an 
Evidence 

Data Provider 

Provision Capabilities 
Management 

Provisioning Capabilities 
Publication 

Publishes the capabilities in terms of data 
provisioning 

Evidence Management Evidence Retrieval Retrieve the Evidence from the 
Authoritative Data Source 

 Event Management Manages the events associated with the 
Evidence 

Cross-Border Evidence 
Provision 

Evidence Transmission 
Management 

Manages the transmission of the Evidence  

 Evidence Notification Notifies the events associated with an 
Evidence 

Evidence Exchanger 

Provisioning 
Authorization 
Management 

 Manages the authorization associated with 
the provisioning of Evidence 

Evidence Exchange 
Management 

Evidence Submission Submit the Evidence to the requesting Data 
Consumer 

 Evidence Reception  

Data Provider Capability 
Management 

DP Capability Registration Register the provisioning capabilities of the 
Data Providers 

 Data Provider Discovery Locate the Data Provider able to provide the 
required Evidence 

 Terms and Conditions 
Management 

Manages the terms and conditions 
associated with the retrieval and usage of 
Evidence 

Evidence Event 
Management 

Subscription Management Manages the subscription to Evidence 
Events from Data Consumers  

 Notification Management Manages the notification of the Evidence 
Events received from the Data Providers 

Identity Provider 

Identification and 
Authentication 

 Authenticates a cross-border user 
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5.5. TOOP Common Semantic Model  
In the previous sections, the various actors, roles, processes, capabilities and services are described 
that are part of the TOOP business architecture. The actual data or information that is provided only 
once by businesses and stored, exchanged and requested afterwards is not described yet. In order to 
capture the information and its semantics that TOOP is concerned with, we define a TOOP Common 
Semantic Model. This model: 

¶ defines common TOOP concepts in the scope of the project, i.e. business and company 
information. 

¶ capture the semantics/meaning of these concepts in terms of clear definitions/labels and the 
formal relations between these concepts in terms of RDF and OWL constructs. 

¶ contains formal mappings between TOOP concepts and national member state concepts in 
order to transform data requests/responses between member states and the TOOP platform. 

In a first version of the TOOP CSM, we focus on basic company data and define the following TOOP 
concepts: 

Table 7: TOOP Common Concepts 

TOOP Concept Short definition 

CompanyCode The unique company identifier 

CompanyName The official current company name as stored in the business register 

CompanyType The legal type of the company 

LegalStatus ¢ƘŜ ƭŜƎŀƭ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ŎƻƳǇŀƴȅ όŀŎǘƛǾŜΣ ŜƴŘŜŘΣΧύ 

MainSite Aggregation of the address, telephone number, email of the main 
(physical) site of the company 

CompanyAddress The physical address of the company 

CompanyTelephoneNumber The telephone number of the company 

CompanyEmail The email address of the company 

LegalRepresentativeFamilyName The surname of the legal representative for the company 

LegalRepresentativeFirstName The first name of the legal representative for the company 

LegalRepresentativeDateOfBirth The data of birth of the legal representative for the company 

LegalRepresentativeInfo The type of representation the legal representative is granted 

 

These concepts and their relations have been modelled in the form of an ontology that is constructed 
using the W3C RDF, RDFS and OWL specifications. In addition, existing vocabularies and ontologies 
have been reused as much as possible, especially the core vocabularies of ISA2 and ontologies 
registered at W3C. A first diagrammatic view of the TOOP:RegisteredOrganization concept and the 
subclasses and properties it uses can be found in the diagram below. 
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Figure 18: Snapshot of the TOOP Common Semantic Model 

The TOOP concepts are mapped to national member state concepts via an ontological mapping using 
RDF, RDFS and OWL constructs. An example of the mapping between the toop:CompanyCode and the 
Dutch nhr:KvK-nummer is given in the figure below. The owl:equivalentClass construct from the OWL 
language is used to express the equivalence or similarity of the two concepts. 

 

Figure 19: Example of a TOOP CSM concept to a national member state concept. 

For more details on the definition of the TOOP concepts, please see the TOOP CSM page on the wiki: 
http://wiki.ds.unipi.gr/pages/viewpage.action?spaceKey=TOOP&title=TOOP+Common+Semantic+M
odel. 

http://wiki.ds.unipi.gr/pages/viewpage.action?spaceKey=TOOP&title=TOOP+Common+Semantic+Model
http://wiki.ds.unipi.gr/pages/viewpage.action?spaceKey=TOOP&title=TOOP+Common+Semantic+Model
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6. Technology Architecture  
Designing the Technology Architecture - the logical software and hardware capabilities that are 
required to support the deployment of business, data, and application services - requires an overview 
and thorough analysis of the available building blocks. A first version of this analysis has been provided 
in the ŘŜƭƛǾŜǊŀōƭŜ ά5нΦмΦ DŜƴŜǊƛŎ ŦŜŘŜǊŀǘŜŘ hht ŀǊŎƘƛǘŜŎǘǳǊŜ όмǎǘ ǾŜǊǎƛƻƴύέ. The current chapter 
presents the analysis summaries for selected building blocks. In the forthcoming deliverables, the 
Technology Architecture will be complemented with potential new Building Blocks and extensions and 
with design of how the Building Blocks will be used to support the IS architecture. 

The main criteria for inclusion of building blocks in this chapter are as follows. 

¶ Need for this building block follows from the TOOP requirements as presented in Chapter 4; 

¶ To be useful for TOOP pilots, a building block should comprise specifications and software that 
can be used for specifying and building applications. Therefore, availability of such 
specifications and software is an important criterion for selecting building blocks needed for 
OOP applications; 

¶ To be useful in long-term applications, a building block must be maintained and supported. 
Availability of maintaining and supporting organisation is another important criterion for 
including a building block in the current chapter. 

6.1. eDelivery  
Overview and references 

The CEF eDelivery Digital Service Infrastructure (DSI) Building Block defines an interoperability 
architecture to implement the technical components needed to exchange electronic data and 
documents between entities in an interoperable, secure, reliable and trusted way. The building block 
was first developed in the e-SENS project and later the governance and maintenance was taken over 
by CEF.  

The eDelivery building block is based on a distributed model, where each participant is a node in the 
network, using standard transport protocols and security policies. An implementation 
of eDelivery works as a collection of distributed nodes that are conformant to the same technical rules 
and therefore capable of interacting with each other.  

Besides this basic Message Exchange building block the eDelivery architecture includes the Dynamic 
Service Location and Capability Lookup building blocks which enable the dynamic configuration of the 
network nodes. This reduces the complexity of managing participants in the network because it 
enables direct communication between participants without the need to set up bilateral agreements. 

All eDelivery building blocks build on OASIS specifications which are then further profiled for use within 
ǘƘŜ ōǳƛƭŘƛƴƎ ōƭƻŎƪΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΦ CƻǊ ǘƘŜ Message Exchange building block the underlying OASIS 
ǎǇŜŎƛŦƛŎŀǘƛƻƴ ƛǎ ǘƘŜ ά!{п tǊƻŦƛƭŜ ƻŦ Ŝōa{ оΦлέ ŀƴŘ ŦƻǊ ǘƘŜ Dynamic Service Location and Capability 
Lookup ōǳƛƭŘƛƴƎ ōƭƻŎƪǎ ǘƘŜǎŜ ŀǊŜ ǘƘŜ ά.ǳǎƛƴŜǎǎ 5ƻŎǳƳŜƴǘ aŜǘŀŘŀǘŀ {ŜǊǾƛŎŜ [ƻŎŀǘƛƻƴ ±ŜǊǎƛƻƴ мΦлέ 
ǊŜǎǇŜŎǘƛǾŜƭȅ ǘƘŜ ά{ŜǊǾƛŎŜ aŜǘŀŘŀǘŀ tǳōƭƛǎƘƛƴƎ ό{atύέ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎΦ  

Rationale for inclusion in the TOOP architecture 

The main goal of TOOP is to enable users to retrieve data they already provided to a public authority 
for re-ǳǎŜ ƛƴ ƻǘƘŜǊ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΣ ǎƻ ǘƘŜȅ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ǇǊƻǾƛŘƛƴƎ Řŀǘŀ ƳƻǊŜ ǘƘŀƴ ƻƴŎŜΦ ¢Ƙƛǎ 
requires that the TOOP architecture includes a mechanism for the exchange of information between 
ǘƘŜ Řŀǘŀ ŎƻƴǎǳƳŜǊǎ ŀƴŘ Řŀǘŀ ǇǊƻǾƛŘŜǊǎΦ ¢ƘŜǊŜŦƻǊŜ ƛǘ ƛǎ ŜǾƛŘŜƴǘ ǘƘŀǘ ǘƘŜǊŜΩǎ ŀ ƴŜŜŘ ŦƻǊ ŀǘ ƭŜŀǎǘ ǘƘŜ 
Message Exchange building block in the TOOP architecture.  
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Since data consumers may need to communicate with many data providers also the Dynamic Service 
Location and Capability Lookup building blocks will be included in the TOOP architecture to enable the 
dynamic configuration of network nodes.   

Application 

Currently there is no single generic implementation of an eDelivery gateway, there are several open 
source and commercial implementations that are listed in CEF eDelivery pages. Typically, any CEF 
conformant eDelivery Gateway can be deployed and used for TOOP, with minimal adjustments to their 
backend interfaces, since TOOP will reuse the Conformance and Interoperability Testing Interface that 
every CEF Conformant gateway must implement. 

 

Usage, maintenance, and further development  

The CEF eDelivery building block is used in multiple production environments, for example in the 
eJustice and EUCEG domain. The OASIS AS4 Profile standard which is the basis for the Message 
Exchange building block is also used within the energy sector and for the communication with the 
Australian Tax Office but they use their own profiles of the OASIS AS4 Profile. PEPPOL already uses the 
Dynamic Service Location and Capability Lookup building blocks in production and is now in the process 
of full implementation of CEF eDelivery as it is migrating the messaging protocol to AS4. 

As owner CEF is responsible for the maintenance and further development of the generic eDelivery 
building block, including the profiles of the used OASIS specifications.  

Gap analysis 

In TOOP it is assumed that the data consumer does not know beforehand which data provider can 
provide certain information. This means that a problem that needs to be solved in TOOP is how the 
data consumer can determine the data provider it should contact to get the requested information.  

When using the Capability Lookup building block, data providers will already publish information about 
the requests they can receive and process in the SMP. By querying the information stored in the SMPs, 
data consumers could find the data providers they should contact for a specific kind of data. Querying 
the data available in the SMPs however is neither part of the OASIS SMP specification nor the Capability 
Lookup building block.  

As the need to query the data available in the SMP was already recognized in the PEPPOL community 
they have developed a so-ŎŀƭƭŜŘ άt9tth[ ŘƛǊŜŎǘƻǊȅέ ǘƘŀǘ ŘƻŜǎ ŀƭƭƻǿ ŦƻǊ ǉǳŜǊȅƛƴƎ ƻŦ Řŀǘŀ ǎǘƻǊŜŘ ƛƴ ǘƘŜ 
SMPs. This could also be a solution for the TOOP problem of finding the right data provider. 

6.2. eID 
Overview and references 

The CEF eID Building Block41 (CEF Digital 2018a) is a set of services providing effective and secure cross-
border authentication through the mutual recognition of national eID schemes. It enables the mutual 
recognition of national eIDs between participating Member States, in line with the eIDAS (electronic 
Identification and Signature) legal framework (see eIDAS Regulation (EU) 910/201442) and with the 
privacy requirements of all the participating countries.  

This allows citizens of one Member State to access online services provided by organisations from 
other participating EU Member States, using their own national eID. 

                                                           
41 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eID  
42 http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG  

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eID
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
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eID BB is composed of a set of protocols, formats and data definitions to implement the cross-border 
infrastructure of an authentication architecture that minimizes data disclosure and permits 
interoperability based on national standards. In particular, this allows a legitimate user to securely 
access services in a foreign European country through one or more identity attributes.  

Rationale for inclusion in the TOOP architecture 

To adhere to the Once Only Principle, public administrations need to share data of citizens and 
businesses, at the same time respecting the data protection rules. This requires secure cross-border 
authentication into the OOP systems involved, in order to exchange information between public 
administrations. For this reason, the eID BB will be needed in future OOP applications. 

Application 

The CEF eID Building Block is a set of services provided by the European Commission. These services 
include  technical specifications, software (eIDAS Node integration package), testing, training, and 
other services43. 

The eIDAS-Node software is a sample implementation of the latest set of eIDAS-compliant technical 
specifications44. It contains the necessary modules to help Member States to communicate with other 
eIDAS-compliant counterparts in a centralised or distributed fashion. The sample implementation 
comprises eIDAS-Node, an implementation of the eID eIDAS Profile able to communicate with other 
nodes of the eIDAS Network, testing tools, as well as additional tools for setting up a 
demo environment for testing purposes. The sample software is mainly intended for stakeholders that 
are responsible for setting up and managing the eIDAS-Node in their respective Member States. 

Usage, maintenance, and further development  

The technical management of the eID Building Block DSI is done by the Directorate-General for 
Informatics (DIGIT) of the European Commission. Directorate-General for Communications Networks, 
Content and Technology (DG CNECT) of the European Commission is responsible for implementation 
of the EU policy directly related to eID45. 

The technical specifications for the eIDAS interoperability framework have been developed by the 
European Commission with the help of member states collaborating in a technical sub-committee of 
the eIDAS Expert Group. 

Gap analysis 

The main challenges of using the eID Building Block in TOOP are its integration with the other Building 
Blocks (e.g., eDelivery), its integration in existing e-services, OOP systems, and online platforms in 
various public or private sectors, as well as design of enabling attributes, mandates and authorities to 
be associated with electronic identities for cross-border use through the eIDAS node.  

6.3. eSignature  
Overview and references 

Through the CEF eSignature building block46 (CEF Digital 2018b), the European Commission supports 
the use of electronic signatures across European countries. This BB facilitates the mutual recognition 
and cross-border interoperability of eSignatures between the Member States, allowing the public 
administrations and business to trust and use eSignatures that are valid and structured in EU 

                                                           
43 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/All+eID+services  
44 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS+Node+integration+package  
45 https://ec.europa.eu/info/departments/communications-networks-content-and-technology_en  
46 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature  

http://ec.europa.eu/dgs/informatics/index_en.htm
http://ec.europa.eu/dgs/connect/
http://ec.europa.eu/dgs/connect/
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/All+eID+services
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS+Node+integration+package
https://ec.europa.eu/info/departments/communications-networks-content-and-technology_en
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature

































































